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Executive summary 

Results summary 

Orange Cyberdefense Switzerland SA was contracted by the Swiss Federal Chancellery to 

assess the security of the E-voting web application developed by Swiss Post. To this end, 

engineers acted like real attackers and searched for vulnerabilities and weaknesses within the 

application to determine the risk for the voters and the secrecy and integrity of their votes, 

and also the robustness of the system during a voting event. The audit was conducted 

following a white-box methodology given that full access to the application's source code, 

documentation, and a test environment were available for this assessment. 

During the tests, voting secrecy or integrity was never compromised. Nevertheless, while 

setting up the infrastructure locally, Orange Cyberdefense engineers identified a lack of user 

input validation, allowing a malicious operator of the Online Secure Data Manager (SDM) to 

execute arbitrary commands on the underlying server (PC-Online), directly from the trusted 

SDM interface. Because the Online computer can communicate with the voting server over a 

privileged channel, malicious commands can be injected to send unexpected requests to the 

voting server, potentially disrupting the voting event. Additionally, malicious commands can 

also be injected to manipulate voting data stored on the disk and on the USB stick. 

Concerning the voting portal, no issues were uncovered. Indeed, robust server-side input 

validation combined with a highly restrictive web application firewall (WAF) effectively 

prevented any unauthorised access or unexpected behaviour. 

The overall risk level of the tested version (1.5.3.2) is considered as low, given that the 

reported issue is only exploitable in a highly privileged context, unlikely to be compromised 

and the impact itself remains moderate.  

 

High level impressions 

Strengths  Weaknesses 

➕ Web Application Firewall 

➕ HTTP security headers 

 ➖ User input sanitisation in the SDM 
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Security dashboard 

Type White-box Schedule 2026-03-24 – 2026-03-30 

Scope E-voting application 

1.5.3.2 

Effort 15 days 

 

Risks by level 

 

Risks by remediation 

Global risk level 

Attacker profiles Risk level 

1. Without a voting card ▱▱▱▱ 
2. With a voting card ▱▱▱▱ 
3. Secure Data Manager Context ▰▱▱▱ 

 

Status by attacker profile 

Objectives 1 2 3 

Gain access to the internal network     

Execute arbitrary commands on a server    

Authentication bypass    

Vote integrity    

Vote secrecy    

Vote availability    

 NOT COMPROMISED  PARTIALLY COMPROMISED  COMPROMISED 
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Identified risks 

ID RISK LEVEL RISK DETAILS 
RELATED 

FLAWS 
FIX 

1 LOW 

A compromised or malicious operator of 

the Online computer can potentially 

disrupt a voting event by executing 

arbitrary system commands through the 

trusted SDM interface. 

P023125-01 
 

 

Proposed remediation plan 

ID ACTION  DIFFICULTY 
RELATED 

RISKS 

1 
Validate user input before embedding it in a system 

command. 
EASY 1 
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Technical summary 

Scope 

The scope of the audit includes version 1.5.3.2 of the E-voting application. 

The voting web portal was instantiated at the following address: 

https://it.evoting.ch/vote/#/init/5DD536BD717CEC982BA397E2CD5A860B 

As the audited project is open source, the application's source code and development 

environment, including the documentation, are provided on GitLab: 

https://gitlab.com/groups/swisspost-evoting/ 

The project was also built and tested locally. The following versions were used: 

▪ E-voting 1.5.3.2 

▪ Verifier 1.6.2.1 

▪ Data integration service 2.9.3.0 

Restrictions 

No social engineering or denial of service attacks were performed during this audit. 

Results 

The auditors started by setting up the E-voting infrastructure locally. During this process, an 

issue in a bash script was discovered and reported. While trying to resolve this issue affecting 

the Online SDM, the engineers noticed a command injection vulnerability in a batch script 

executed by the SDM to start the backend server. 

More specifically, the proxy configuration entered by the operator in the SDM user interface 

is directly injected into a system command without sanitisation. This allows a malicious or 

compromised operator to run arbitrary commands on the Online system without stepping out 

of the legitimate SDM context, potentially bypassing the intended four-eyes control applied 

during operations.  

Given that the Online system is not trusted in the E-voting infrastructure, no scenarios to 

compromise the vote secrecy or integrity were uncovered during the audit. However, it may 

still be possible to disrupt the voting event by affecting its availability. For example, a 

command crafted to send HTTP requests to the voting server can be injected to block 

arbitrary voting cards. All voters associated with the voting cards would then be unable to 

submit a vote during the event. Apart from that, this weakness may also be exploited to 

interact with the filesystem, which could lead to data exfiltration and manipulation. 

Orange Cyberdefense engineers also assessed the voting portal exposed at the provided 

URL. Multiple test scenarios were conducted to evaluate the resilience of the authentication 

and voting mechanisms. These included unsuccessful attempts to bypass the extended 

authentication factor and examinations to check if data leaked via URL parameters, such as 

user identifiers, could be exploited to retrieve sensitive information. 

https://it.evoting.ch/vote/#/init/5DD536BD717CEC982BA397E2CD5A860B
https://gitlab.com/groups/swisspost-evoting/
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Additional tests were also conducted to determine whether it was possible to reset a vote 

that had already been cast or to disrupt the voting flow, but these efforts did not reveal any 

weaknesses. 

The engineers also focused on the sharedState variable stored in the session storage of 

the browser, as it holds cleartext sensitive data about the user's vote. It should be kept in 

mind that an attacker having access to the session storage will be able to impact the vote 

secrecy, and potentially also its integrity. However, to conduct those scenarios, an attacker 

must have strong capabilities such as Cross-Site Scripting exploitation, which is considered 

unlikely given the strong user input validation and the restrictive CSP. As no real exploitation 

scenarios were discovered, this was not reported as a vulnerability in this document. 

In conclusion, the only vulnerability discovered during this audit is the command injection in 

the Online SDM. The same vulnerable batch script is used for the other SDMs, but only the 

Online SDM allows modifying the proxy configuration directly in the UI. It is recommended to 

fix this issue by sanitising the user input to further increase the robustness of the E-voting 

infrastructure. 

Vulnerability summary 

ID Vulnerability Risk level CVSS4 

P023125-01 OS command injection in Online SDM ▰▱▱▱ 2.4 

Explanations regarding risk, impact, exploitation and CVSS scores can be found in chapter 
Complements 
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Detailed results 

Vulnerabilities and exploitation 

LOW P023125-01 OS command injection in Online SDM 

IMPACT PROBABILITY CVSS4: 2.4 

▰▰▱▱ ▰▱▱▱ AV:L/AC:L/AT:N/PR:H/UI:A/VC:L/VI:L/VA:L/SC:N/SI:N/SA:L 

PREREQUISITES COMPROMISED ASSETS 

▪ Compromised SDM operator 

▪ Social Engineering (SE) 

▪ Arbitrary command execution 

▪ Disruption of the voting event 

▪ Data exfiltration 

Vulnerable components 

▪ Online SDM 

Description 

Command injection vulnerabilities arise when an application passes user-supplied input to 

the system shell without proper validation. An attacker can exploit this to execute arbitrary 

commands on the underlying operating system, typically with the same privileges as the 

vulnerable application. 

Exploitation 

In the Online SDM configuration, an HTTP/HTTPS proxy can be set up. 

 
A proxy can be configured in the Online SDM UI. 

  

To start the SDM, a batch script (backend-server.bat) is run by the application to craft an 

OS command that will be executed to launch the Java thick client. 
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REM Build startup command 

set "STARTUP=%JAVA_BIN% %JVM_OPTIONS% %PROXY_CONF% %SDM_DEBUG% %SDM_JAR% %SPRING_CONFIG_ADDITIONAL% 

%SPRING_PROFILE%" 

 

if "%DEBUG_ENABLED%" == "true" ( 

    echo %STARTUP% > startup-command.txt 

) 

 

REM Start Spring boot backend server 

if "%USE_WINDOW%" == "true" ( 

 start "sdm-backend-service" %STARTUP% 

) else ( 

 %STARTUP% 

) 

goto :end 

The batch script above suggests that the proxy configuration is directly injected into the 

startup command. Therefore, arbitrary commands can be injected through this form. 

 
Arbitrary commands can be injected in the proxy configuration. 
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The injected command is indeed executed on the system when the SDM is launched: 

 
The injected command is executed on the Online computer. 
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Despite the injected command, the Online SDM still runs without any disruption. 

 
Injecting a command does not disrupt the expected flow of the Online SDM. 

This vulnerability allows a malicious or compromised Online operators to silently run arbitrary 

OS commands directly from the legitimate SDM context. This vector may for instance be 

leveraged to perform the following actions, which might potentially result in disruption of the 

voting event: 

▪ Make modifications to the filesystem (modify/erase data on the Online computer), 

http.proxyHost=totototo.com&rmdir /s /q C:\Users\Seb\Desktop\evoting1532\build\computers\PC-

ONLINE\_EE_NE_20231124_TT05\SDM-Workspace 

▪ Exfiltrate SDM Workspace (cleartext) data to the USB stick, 

http.proxyHost=totototo.com&copy C:\Users\Seb\Desktop\evoting1532\build\computers\PC-

ONLINE\_EE_NE_20231124_TT05\SDM-Workspace\6332F28F9EE6546FA35B7F61F068333B\* 

C:\Users\Seb\Desktop\evoting1532\build\computers\DC-STICKS\_EE_NE_20231124_TT05\SDM-Output\export-

[3]-NE_20231124_TT05-20260327_1715.sdm 

▪ Send arbitrary HTTP requests to the Post's voting server (block specific cards, ...) 

http.proxyHost=totototo.com&powershell -Command Invoke-WebRequest -Method PUT -Uri 

('http://{votingServerUrl /vs-ws-rest/api/v1/votingcardmanager/votingcards/{cardId}/block') -

UseBasicParsing -Headers @{ 'x-tenant-id' = 'it' } 

Sending the request above allows to block a specific voting card. The voting card IDs can be 

retrieved in the setupComponentVoterAuthenticationDataPayload.json files within 
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the Online SDM Workspace, while the Tenant ID is stored in the 

electionEventContextPayload.json file. 

Afterwards, users associated with blocked cards won't be able to vote anymore.  

Those commands might also be delayed by setting a scheduled task, for instance. 

Possible solutions 

All user-supplied input must be strictly validated and sanitised before being used in any 

system command. Wherever possible, avoid constructing OS commands dynamically and 

instead rely on safe APIs or built-in libraries that do not invoke the system shell. If command 

execution is required, use parameterised arguments and a whitelist to restrict inputs to 

expected values only. 
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Complements 

Legend 

Orange Cyberdefense Switzerland Score 

For each vulnerability discovered and detailed in this report, Orange Cyberdefense 

Switzerland provides a threat assessment based on two indicators, an Impact and a 

Probability of exploitation. 

IMPACT 
Impact of the vulnerability in case of successful exploitation 

("How bad?") 

▱▱▱▱ ▰▱▱▱ ▰▰▱▱ ▰▰▰▱ ▰▰▰▰ 
N/A Weak Medium High Critical 

PROBABILITY 
Probability that the vulnerability will be discovered and exploited 

by an attacker? 

▱▱▱▱ ▰▱▱▱ ▰▰▱▱ ▰▰▰▱ ▰▰▰▰ 
N/A Low Medium High Very high 

However, it is important to keep in mind that this assessment is solely based on the 

information available to the engineers at the time of the audit. The engineers are not 

necessarily aware of all the details regarding the vulnerable applications or systems. 

Consequently, these ratings should always be reconsidered based on the context of the 

information system as a whole. 

CVSS Score 

In addition to its own scoring system, Orange Cyberdefense Switzerland also provides an 

evaluation based on the Common Vulnerability Scoring System (CVSS), for each vulnerability. 

As a reminder, CVSS is a vulnerability scoring system designed to provide an open and 

standardised method for rating IT vulnerabilities. CVSS helps organisations prioritise and 

coordinate a joint response to security vulnerabilities by communicating the base, temporal 

and environmental properties of a vulnerability. More information about the CVSS scoring 

system can be found here: https://www.first.org/cvss/user-guide 

  

https://www.first.org/cvss/user-guide
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Risk calculation 

Each risk presented in this report is calculated as the product of an impact and a probability 

of exploitation, as defined in the matrix below.  

Overall Risk Severity 

Im
p

a
c

t 

CRITICAL High High Critical Critical 

HIGH Moderate Moderate High Critical 

MODERATE Low Moderate Moderate High 

LOW Low Low Moderate High 

 LOW MODERATE HIGH CRITICAL 

 Probability 

Orange Cyberdefense Switzerland provides an estimation of the effort required to fix each 

vulnerability and thus mitigate their associated risk. It should be noted that this assessment 

is based on Orange Cyberdefense Switzerland's experience, and as such might not fully 

reflect the context of the company or organisation. 

Context 

The context of each vulnerability is defined by its prerequisites and a list of compromised 

assets. The prerequisites represent the conditions that are required for the exploitation of a 

given vulnerability (e.g.: social engineering). Compromised assets represent the theoretical or 

tangible result of its exploitation (e.g.: a user account). 


