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1 Overview

Scope and objective. This review examines the latest update (version 1.5.4)
to the Swiss Post voting system to determine its impact on the legal security
requirements of the regulation. I reviewed the changes in the e-voting source
code (as summarized in the corresponding changelog of the Gitlab repository),
in the diff files of the system specification and the crypto primitives specification
(provided by Swiss post via email).

Summary. Insummary, I conclude that the updates improve the security and
performance of the existing system. However, I see room for improvement in
one aspect of security.

1. Extended authentication factor: According to the updated system specifi-
cation, it is possible to implement Algorithm 4.3 GetVoter Authentication-
Data with a new extended authentication factor EA. This factor is based
on a strong authentication method as part of the eGovernment token.

While I agree that the proposed solution works in principle, I recommend
that an alternative usage of this token be considered in the further develop-
ment of the system. In fact, using the strong eGovernment authentication
method, it would be possible to use some Single Sign On (SSO) protocol
to authenticate the voters, where the cantonal eGovernment portal is the
Identity Provider (IP) and the Swiss Post Voting System is the Service
Provider (SP).

When we compare the currently proposed solution and the SSO approach,
the SSO approach could provide a stronger level of authentication because
the currently proposed solution basically transforms the strong eGovern-
ment authentication token into a weaker one that can be processed by
human voters. On the other hand, the proposed solution fits directly into
the existing system, while the SSO approach may require some system-
level adaptations. Therefore, I recommend that the SSO approach be
considered in the further development of the system.


https://gitlab.com/swisspost-evoting/e-voting/e-voting/-/blob/master/CHANGELOG.md?ref_type=heads#release-154

2. Fized implementation of Miller-Rabin algorithm: In bug report #77, it
was observed that the base in the implementation of the Miller-Rabin
primality test was chosen from a different interval than the one originally
proposed by Miller-Rabin.

Therefore, non-prime numbers could have falsely been accepted as prime
numbers by the flawed implementation. However, [ agree with Swiss Post’s
response regarding the discovery of this bug that the risk of this flaw being
exploited under the current threat model was negligible. Swiss Post’s fix
for this bug helps protect against such unlikely attacks.

3. Performance improvement of Bayer-Groth proof of shuffle: In the new
specification of the cryptographic primitives, the algorithm GetCipher-
textVectorExponentiation (Algorithm 8.6) has been revised.

While there are references to [26] and [16], it is not specified which algo-
rithm was actually implemented. Upon request, Swiss Post replied that
algorithm 14.88 from [26] was implemented. I recommend that this infor-
mation be added to the specification.

The benchmarks of the updated algorithm demonstrate a significant speed-
up and therefore improve the performance of the system while preserving
the same level of security.
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