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Management Summary
As a starting point of this mandate, we received a large amount of documents
describing the cryptographic protocol, the design of the system, technical details
of the implementation, and the results received from external reviewers. We also
received a large portion of the current system’s source code for inspection. The
explicit goal of our mandate was to verify as precisely as possible if the cryptographic
protocol is implemented adequately in the current system. For this, we accepted the
alleged security properties of the protocol as given without looking closely at the
formal proofs.
In our source code analysis, particular attention was given to the problems recently
found in the context of the source code publication of the extended system. One
specific problem allowed an attacker to bypass the individual verification mechanism
in such a way that vote manipulations remain undetected. With respect to that
specific problem, our analysis of the current system confirms that the problem has
been repaired and that corresponding documents have been updated adequately.
In other parts of the system’s source code, we encountered four major problematic areas. Provided that corresponding system components are controlled by an
attacker, each of them has the potential of weakening the system’s security properties.
• The first problem arises from injecting the cryptographic parameters into the
system after generating them in an external process. If an attacker manages
to control this process or to modify the injected parameters, various security
problems may arise. As all system components adopt the injected parameters
without performing any consistency checks, these problems are likely to remain
undetected.
• The second problem results from the particular implementation of the tables,
in which the short choice codes are stored. These tables keep track of the
given voting option ordering, which implies that the server responding to a
submitted ballot could deduce the selected voting options without decrypting
the encrypted votes. By controlling this server, vote secrecy could be violated
on a large scale.
• The third problem is a major deviation from the cryptographic protocol in one
of the protocol’s core algorithms, which is used in the process of casting a vote.
This deviation undermines the formal security proofs, which remain conclusive
only as long as a one-to-one correspondence exists between implementation and
protocol.
• The fourth problem results from a lack of checking the input parameters of
some cryptographic algorithms relative to their domain. A best practice in
cryptographic protocol design is to perform such checks systematically. This
increases the system’s robustness against failures and attacks.
In the course of our analysis of both the cryptographic protocol and its implementation, we also encountered a number of minor inconsistencies, discrepancies, and
deviations from best practices, which affects the overall robustness of the system.
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1 Introduction
The Swiss Post received in 2017 a certificate for offering their online voting system
to 50% of the electorate. This certificate confirms that corresponding requirements of
the Ordinance on Electronic Voting (VEleS) are met, in particular those from Art. 4
related to individual verifiability [4]. Since then, the system has been in use in four
cantons. In the meantime, the system has continuously been developed with the goal of
meeting all VEleS requirements, including those of Art. 5 regarding complete verifiability.
To obtain an extended certificate for offering the system up to 100% of the electorate,
documentations and source code files have been been made public in February 2019 and
a public intrusion test has been conducted. In the course of these actions, external
reviewers have reported several flaws and vulnerabilities in the cryptographic design and
implementation of the system, for example one that allows an attacker to circumvent the
individual verification mechanism [14].
Although these findings have been made by inspecting the extended system, which is
not yet used in practice, concerns have been raised that some of these flaws may also
be present in the certified system, from which the extended system evolved. As a consequence, the use of the present system has been suspended on March 29, 2019. For reasons
of disambiguation, this document only refers to the current system, which we will call
online voting system (OVS). It is based on an abstract voting protocol (AVP), which is
a high-level description of the cryptographic computations during the protocol execution and the information flow between the protocol participants. Detailed instructions
for implementing the AVP are specified separately in the voting protocol specification
(VPS), which serves as a bridge between the AVP and the system’s source code (SSC).
The relationship between these three levels of abstraction is depicted in Figure 1.1.

1.1 Goal of Mandate
Proving that a cryptographic protocol satisfies certain properties and implementing the
protocol such that these properties remain valid are two totally different tasks. Assuming
that the properties of the AVP are sufficiently strong to meet the VEleS requirements
relative to individual verifiability, the goal of this mandate was to check if these properties
are preserved in the actual implementation. For this, the additional documentation
(particularly the VPS) and the SSC written in Java and JavaScript had to be analyzed
and compared to the given AVP. Particular attention had to be been given to some
implementation pitfalls known from the cryptographic literature or from earlier mistakes
made in practical protocol implementations. Assuming that major discrepancies exist
between the AVP and the SSC, which may critically weaken some of the protocol’s alleged
security properties, the purpose of this mandate was to localize them in the course of
our analysis. On the other hand, independently of the actual findings, it is impossible to
uncover all possible problems. For that, the amount of received documents and source
code is too large compared to the relatively short duration of this mandate. Our analysis
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Abstract Voting Protocol (AVP)

Online Voting System (OVS)

Voting Protocol Specification (VPS)

System Source Code (SSC)

Figure 1.1: Overview of the three levels of abstraction of an online voting system. The
solid arrows represent direct dependencies.
therefore focused on some of the most critical parts of the cryptographic protocol and its
implementation.

1.2 Received Documents
We received a large amount of documents describing the technical details and properties
of the OVS, but most of them are not very relevant for building up a cryptographic
understanding of the AVP and the VPS. In the limited given time frame, we focused
on the documents depicted in Figure 1.2, which turned out to be the most relevant
ones for conducting this mandate. Some documents exist in different versions, which we
had to consider for obtaining an accurate picture of the protocol and the system as it
exists today. While some documents are publicly available on the Swiss Post web site at
https://www.post.ch, some others are confidential.
The document graph in Figure 1.2 shows the relationship between the depicted documents, for example direct references are shown as solid arrows. Together with the
month/year of publication of corresponding document versions, we get a detailed picture
of how these documents evolved over time. A modification of the original AVP description in [1] has been released as a new document with a different title in 2017 [3]. This
document has undergone a major revision in April 2017 after feedback from external
reviewers had been received [8, 9]. Corresponding modifications have been made at approximately the same time to the VPS document [5]. The resulting Version 1.2 of [3] and
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Version 5.0 of [5] are the relevant documents for the certified system, which has been in
use from early 2018 to spring 2019. A second round of modification has been triggered
in 2019, when Lewis, Pereira, and Teague published a document describing the critical
flaw they found in the extended system [14]. The flaw allows a client-side attacker to
circumvent the individual verifiability mechanism, i.e., to submit a vote different from
the voter’s intention. In the aftermath of publishing this paper, an internal document
analyzing the reported problem has been created by Scytl [6]. A similar analysis has
been conducted by Kudelski Security on behalf of Swiss Post [7]. Both documents come
to the conclusion, that the current and the extended OVS are affected in the same way
by the encountered problem. The changes made to the latest Versions 5.1, 5.2, and 5.3
of [5] reflect the patches proposed in [6].
Regarding the set of public and non-public documents from Figure 1.1, we made the
following observations:
• The description of the AVP in [1] is outdated. Compared to the current protocol
description in [3], there are many significant differences, for example the modified
set of protocol participants or the name changes of some values in the protocol’s
information flow. Given that [1] is still available on the Swiss Post web page, and
according to its title, we expected it to be the most relevant AVP document. As
a consequence, we invested several hours in reading and trying to understand its
content. In [3], due to its unambiguous subtitle, we expected to find mainly the
protocol’s cryptographic proofs, not the latest version of the protocol itself.
• Some of the publicly available documentation has references to confidential documents, for example [2] refers to [3] and [8, 9] both refer to [5]. By holding back
important background information, this creates an unfortunate situation to potential readers of public documents from the Swiss Post web site.
• The lack of strict and simple naming conventions (e.g., “Swiss Online Voting System” vs. “Online Voting System” vs. “Online Voting Product” vs. “Online Voting
Platform” vs. “Scytl Online Voting” vs. “E-Voting Solution” vs. “EV Solution” vs.
“Scytl sVote” vs. “Swiss Post-Scytl Software” vs. “Scytl Standard Software”) makes
the navigation through the documents unnecessarily complicated, especially for a
person with an outsider’s view.
• The description of the symbolic proofs in [12] refers to Version 1.2 of [3], not to the
current Version 2.0. As mentioned above, some critical changes have been made
to the protocol in 2017 as a response to the external review in [8, 9]. Although
corresponding publication dates coincide, it remains unclear if these changes have
been taken into account in the latest version of [12].
• The role and current state of [2] as a document accompanying the AVP is unclear. It
seems that most parts of it have been merged into Version 5.0 of [5] (Appendix 7.2),
but it is still referenced prominently by the current Version 1.1 of [3]. While [3]
has been updated in 2019 as a response to the findings in [14], [2] has not been
modified since 2016.
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[1]
Swiss Online Voting Protocol
Scytl
Version 1.0 (2015)

[3]
Swiss Online Voting System
Cryptographic Proof of Individual Verifiability
Scytl

[2]
Online Voting
Cryptographic Tools Specification
Scytl
Version 1.1 (December 2016)

Version 1.2 (February 2017)
Version 2.0 (April 2017)

[9]
Review of Electronic Voting Protocol Models
and Proofs – Final Report
D. Basin & S. Čapkun
[12]
Analysis of Cast-as-Intended Verifiability
and Ballot Privacy Properties for Scytl's Swiss
Online Voting Protocol using ProVerif
D. Galindo

Version 1.0 (December 2017)
Version 2.0 (April 2017)

[8]
Addendum to Review of Electronic Voting
Protocol Models and Proofs – Final Report
D. Basin & S. Čapkun

Version 1.0 (November 2016)
Version 2.0 (April 2017)

[5]
Online Voting
Protocol Specifications
Scytl

Version 1.0 (May 2017)

Version 4.7 (October 2016)
Version 4.8 (April 2017)

[7]
Security Review of Key Cryptographic
Elements of the E-Voting Solution
Kudelsky Security
Version 1.1 (May 2019)

Version 4.9 (May 2017)
Version 5.0 (January 2018)
Version 5.1 (March 2019)
Version 5.2 (May 2019)
Version 5.3 (June 2019)

[6]
Security Analysis of Key Cryptographic
Elements for Individual Verifiability
Scytl
Version 1.0 (April 2019)

[14]
How Not to Prove Your Election Outcome
S. J. Lewis, O. Pereira, V. Teague
March 2019

Figure 1.2: Overview of available documents with solid arrows representing direct dependencies and dashed arrows representing references.
We conclude that the available documents contain a large number of unnecessary redundancies and inconsistencies.

1.3 Received Source Code
The initial kickoff meeting at the Swiss Federal Chancellery took place on May 16 and
on June 3 we received certain parts of Version 1.4.5 of the SSC. Unfortunately, the
missing parts prevented us from compiling and executing the code for testing. Given
the complex project structure and the large amount of missing dependencies, navigating
efficiently through the code in an IDE was very restricted. In the light of the vast amount
of source files (around 40’000 files and folders), we requested a complete project structure
including all dependencies, which then can be loaded more easily into a common IDE
for testing and inspection. Additionally, we requested that breakpoints can be set in a
debugging environment, such that important information about the actual program flow
can be deduced from corresponding stack traces. Until the end of our mandate, not all
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of these requests have been fulfilled to our satisfaction.
Instead, two alternatives to a fully compilable, testable, and debuggable code base have
been offered. First, we were given the opportunity to define breakpoints, for which
stack traces and memory dumps were generated and delivered to us manually on June
7. Unfortunately, this worked only for three of the twenty breakpoints that we defined.
After insisting getting stack traces for all breakpoints, we received on June 14 a laptop
with an installed VPN connection to a debuggable system within the infrastructure of
the system provider. Unfortunately, it was not possible to debug all parts of the system.
This problem was solved on June 20, i.e., only ten days before the end of this mandate.
Due to this delay in providing us with the necessary working environment, it was difficult
to conduct our mission to the planned extent.
The received source code consists of five components, i.e., cryptolib, ov-channel, ov-client,
ov-sdm, and scytl-math. Each of them contains a large number of sub-components, which
are organized in a tree structure. Component and sub-components are defined as individual Maven projects (more than 100 in total). In addition to the source code that we
received, there are two further components called ov-keystore and ov-logger, which we
were told were irrelevant for inspecting the implemented cryptography. Another missing
component is the “Admin Portal”, which apparently is used to enrich an election definition with cryptographic parameters. We explicitly requested access to its source code on
June 18, but our request has not been answered before the end of our mandate.
To the best of our knowledge, the received Version 1.4.5 of the SSC corresponds precisely
to the latest Versions 5.1 to 5.3 of the system specification document [5]. From an
outsider’s perspective, it seems that [5] describes what has been implemented rather than
SSC implements what has been specified. As such, we used [5] mainly as an accompanying
document for understanding the received source code.
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2 Cryptographic Protocol
The main point of orientation for our protocol analysis is the description of the AVP in
Section 3 of [3]. Based on the formal security analysis in Section 4 of the same document,
the symbolic proofs conducted as described in [12], and the external review of these
documents in [8, 9], we assume that the protocol satisfies the required properties relative
to individual verifiability and vote secrecy. Therefore, we performed our analysis without
giving special attention to any of these accompanying documents, i.e., we considered the
soundness of the protocol as given.
Any cryptographic voting protocol decomposes naturally into three distinct phases. The
preparation of an election takes place during the pre-election phase, the submission of the
ballots during the election phase, and the derivation of the final election result during the
post-election phase. The protocol as presented in [3] is also structured in this way, except
that the pre-election phase is further split into two sub-phases called configuration and
registration. Besides, the election phase is called voting phase and the post-election phase
is called counting phase. In our analysis of the protocol and its implementation, we follow
its natural structure. Corresponding protocol diagrams are depicted in Figures 2.1 to 2.3.
They show the involved protocol participants in each phase and the general information
flow. For each protocol phase, and for each algorithm in each phase, we propose in this
section a checklist of important cryptographic aspects to consider in an implementation
of the AVP. In Section 3, these checklists will then be evaluated against the OVS source
code that we received. In Section 2.1, we discuss some general protocol aspects, which
must be implemented with maximum care.
In our discussion of the protocol, we try to use exactly the same terminology as in [3]. In
particular, we consider the following protocol parties and refer to them using respective
abbreviations:
• Election Authorities (EA),
• Bulletin Board Manager (BBM),
• Registrars (REG),
• Auditors (AUD),
• Voting Device (VD),
• Voter.
According to the Appendix A.1 of [3], EA and REG are implemented as a single party in
the particular setup of the Swiss Post OVS. In general, merging two parties and corresponding trust assumptions may have a great impact on the protocol’s security properties.
Even if we have no specific objections against this design decision, we consider it a delicate deviation from the protocol (EA and REG are considered as separate parties in the
formal and symbolic proofs in [3, 12]). We will not further question this decision, but by
making a distinction between EA and REG in our analysis, we follow the description of
the protocol.
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2.1 General Protocol Aspects
By looking closely at the three phases of the protocol, we encountered some lack of
precision at various points. For example, we found it difficult to understand exactly how
information is exchanged during protocol runs. Apparently, by receiving messages from
various parties and by storing some of the received data on the bulletin board BB, the
BBM plays a central role in the communication model. But then it remains unclear
whether “publishing” refers to sending a message to the BBM, which then forwards the
message to the bulletin board, or to sending the message directly to the bulletin board.
To the best of our understanding, we consider BBM as a gateway from and to the bulletin
board, which itself can be seen as the BBM’s local storage (as such it does not appear
in our protocol diagrams as a separate protocol participant). Note that by possessing
an important secret information, the codes secret key Csk , BBM plays another important
role in the protocol (a role that formerly was called return code generator in [1]), for
which it needs to be trusted.
Another general problem that we found is the inconsistency of the parameter lists and
return values for some algorithms. For example, the algorithm Register requires the
number k of candidates to fulfill its task, but k is not included explicitly in the list
of parameters for the algorithm as specified. Similarly, according to our understanding
of the protocol, Register must return the short vote cast code sVCCid , not the (long)
vote cast code VCCid as specified in the protocol’s description. We found numerous such
minor issues, which make the protocol’s comprehensibility more complex than necessary.
In each case, we tried to derive the correct functionality from our general understanding
of the protocol or from the additional information presented in [5].
Based on the discussion of the following subsections, we propose applying the checklist
of Table 2.1 to the current implementation. It contains various general protocol implementation issues, to which special attention should be drawn during the development
of the system. Our analysis of the source code in Section 3.1 will be aligned along this
checklist.
2.1.1 Cryptographic Setup
Fundamental from a cryptographic point of view is the generation of the cryptographic
setup. Given that ElGamal is used as encryption scheme and that candidates are represented by prime numbers, the cryptographic setup mainly consists of a prime-order
subgroup Gq Ă Z˚p for some safe prime p “ 2q ` 1 and an element g P Gq zt1u generating
that subgroup. While knowing Gq and g is mandatory for almost every algorithm in the
protocol, the protocol description says little about how, when, and by whom these parameters are generated. It is also not very clear how these parameters are communicated
to the involved parties and how they relate to the security parameter 1λ passed to the
algorithms Setup and Register.
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Nr.

Description of Check

G1

EA, REG, BBM, VD, and AUD all verify the consistency of the cryptographic
parameters p, q, g, 1λ before using them.

G2

Each application of PBKDF2 generates keys K of sufficient length (λ bits or
higher) and sufficient security (2λ´φ iterations or higher).

G3

EA, REG, BBM, VD, and AUD perform membership and consistency tests for
all algorithm parameters.

G4

Picking elements uniformly at random based on the output of a cryptographically secure PRNG is done properly.

G5

Group operations in Gq , Zq , and Z˚p are computed properly.

G6

Collision-resistance is preserved for hash values of multiple inputs and for input
domains different from t0, 1u˚ .

G7

Whenever necessary, messages are properly encrypted and/or signed when
transmitted from one party to another. Certificates for the involved public
keys exist and are valid within the system’s PKI.

G8

The messages exchanged during protocol runs contain exactly the specified values. Exchanging additional values is only allowed if they are completely irrelevant for the protocol’s cryptographic functionality.

Table 2.1: List of general checks relative to the cryptographic setup, the membership
and consistency of algorithm parameters, the generation of randomness, the
proper computation of group operations, collision-resistant hashing, and the
authenticity of received messages.
In an earlier version of the protocol [1], the task of generating suitable parameters was
explicitly assigned to EA (as part of executing Setup). This is no longer the case in the
current protocol version. Therefore, we assume that p, q, g, and 1λ are generated outside
of the protocol, i.e., the protocol parties obtain them as global constants, which need not
to be exchanged during the protocol execution. However, to ensure that no attack can
be conducted based on infiltrating weak parameters, we expect each party to test the
consistency of these parameters. Here are the tests that we would expect:
• p P P (with probability 1 ´
• q P P (with probability 1 ´

1
or
2λ
1
);
2λ

higher), where P denotes the set all primes;

• p “ 2q ` 1;
• kpk is consistent with 1λ (according to current recommendations);
• p is not close to 2k and 2k`1 for k “ tlog2 pu;

• g P Gq zt1u (e.g., by computing the Jacobi symbol).
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Ideally, p is determined verifiably at random, such that all other parties can convince
themselves that no hidden back doors have been installed [11].
Other cryptographic parameters such as the output length of the cryptographic hash
function, the key size of the symmetric encryption scheme, the number of iterations of
the key derivation function (KDF), and the length of the RSA signature keys should
be consistent with 1λ . If we assume that λ will be 128 or less, the proposed standards
SHA256 for hashing, AES-GCM for symmetric encryption, and PBKDF2 for key derivation are legitimate choices.1 Relative to the KDF, the number of iterations needs to
be checked in the current implementation of the protocol. As a general rule of thumb,
we assume that c iterations increase the security of the generated key by log2 c bits.2
Therefore, in order to reach λ bits of security, every application of the KDF needs to
satisfy φ ` log2 c ě λ and κ ě λ, where φ “ kpwdk denotes the bit-length of the input
password pwd and κ “ kKk the bit-length of the generated key K. In other words, the
number of iterations c should be set to 2λ´φ or higher.
2.1.2 Membership and Consistency Tests
Every single input parameter of the protocol’s algorithms has a well-defined domain.
Before calling an algorithm (or initially when running the algorithm), each party should
therefore check that all parameters are members of the corresponding domain. For example, the parameter Csk of the algorithm must be an element of Zq , where q denotes
the order of the given group Gq . In some cases, performing these membership tests may
not be relevant for the protocol’s security properties, but in some cases they are. Since
many attacks based on infiltrating invalid parameters are known in the cryptographic
literature, it is a best practice to perform such tests systematically in an implementation
of a cryptographic protocol.
To illustrate the importance of such tests, suppose that EA select values tv1 , v2 , v3 u
in an election with k “ 3 candidates i P t1, 2, 3u, where v1 , v2 P P are prime, but
v3 “ v1 v2 R P is composite. If none of the other parties checks the consistency of the set
tv1 , v2 , v3 u during the protocol execution, then by factoring the decrypted ballots in the
Tally algorithm, Candidate 3 will not receive a single vote (every vote for Candidate 3
generates one vote for Candidate 1 and one vote for Candidate 2). Clearly, such an
attack could be detected by looking at the number of votes contained in each ballot,
but the damage could not be reversed entirely in every possible situation. Implementing
corresponding tests vi P P (together with testing vi P Gq ) for every i P t1, . . . , ku is

1

While SHA256 and PBKDF2 are still widely used in practice, newer standards are available since
many years. The hash algorithm SHA-3 exists since 2012 and the key derivation function Argon2 since
2015. Using the latest international standards is generally recommended in security-critical applications.
2
In the light of attacks based on special hardware (GPU, FPGA), some may advocate an even more
conservative rule of thumb. More recent methods such as Argon2 maximize resistance to such attacks
by offering a time-memory trade-off.
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therefore of uttermost importance.3 Another important test guarantees that the product
of the t largest values in the set tv1 , . . . , vk u is smaller than p (otherwise computing
modulo p in Gq leads to a completely different factorization).
In the presence of multiple parameters, it may also happen that some parameters are
inconsistent to each other. For example, if the MixTallypC, C 1 , πmix q algorithm is called
with two input lists C and C 1 of different length (or if πmix internally is inconsistent
with the length of C and C 1 ), then obviously something has gone wrong somewhere
in the process. To exclude attacks based on infiltrating inconsistent parameters, each
party should perform corresponding consistency tests along with the membership tests
mentioned above, ideally in a most systematic manner for all sets, lists, and vectors
(relative to the number of candidates k, the number of choices t, the number of voters s,
or the number of submitted ballots n).
2.1.3 Randomness Generation
Generating a sufficient amount of randomness in reasonable time is a difficult problem
in many cryptographic applications. The usual solution consists in deriving pseudorandomness deterministically from an initial random seed, which is extracted from a
real randomness source. Clearly, the quality of the pseudorandomness depends both on
the quality of the random seed and on the properties of the pseudorandom generator
(PRNG) in use. While there are best practices for both, many things can go wrong in
an actual implementation (the literature on attacks of real-world systems based on weak
randomness is substantial). It is therefore necessary to implement current standards and
best practices with greatest possible care (see for example NIST recommendations SP
800-90A, SP 800-90B, and SP 800-90C).
At various places of the AVP, elements from different sets must be picked uniformly
at random. Translating the output of a PRNG (usually a sequence of random bits or
bytes) into an algorithm for picking elements uniformly at random from various sets
is another potential source for implementation mistakes. In particular cases, even tiny
deviations from a uniform distribution may have an impact on the system’s security.
These algorithms must therefore be designed and implemented appropriately [13, 15].
2.1.4 Group Operations
In the AVP, operations of modular arithmetic appear in various groups. It is important
to implement these operation properly, i.e., always using the right modulus. The most
important group is the multiplicative subgroup Gq Ă Z˚p of integers modulo p, where
q denotes the group’s prime order. Multiplications x ˆ y for elements x, y P Gq must
therefore be implemented as xy mod p and divisions xy as xy ´1 mod p, where y ´1 mod p
3

Alternatively, it would not be difficult to let each party compute these values using a deterministic
algorithm.
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denotes the multiplicative inverse of y modulo p. Similarly, exponentiations xz for nonnegative exponents z P Z must be implemented as xz mod p, whereas exponentiations
x´z for negative exponents can be implemented either as px´1 qz mod p or pxz q´1 mod p.
For improved performance, exponents z R Zq can be replaced by elements z mod q P Zq .
Generally, computations in the exponent can be implemented as operations in the primeorder field Zq , i.e., by computing additions, subtractions, multiplications, and divisions
modulo q.
Multiplications, divisions, and exponentiations relative to RSA keys pk “ pe, nq or sk “
pd, nq are operations in the multiplicative group Z˚n of integers modulo n. Negative
exponents can be treated as explained above. Since the group order φpnq “ |Z˚n | is
unknown, computations in the exponent cannot be optimized in the same way as above.
2.1.5 Collision-Resistant Hashing
Collision-resistance is the core property of a cryptographic hash function H : t0, 1u˚ Ñ
t0, 1u` with an output length of ` bits. It is assumed that current hash functions such as
SHA256 or the members of the SHA3 family offer a sufficiently high degree of collisionresistance. While the security of a cryptographic protocol often relies strongly on this
property of the underlying hash function, it is easily possible to violate collision-resistance
in an actual implementation by not giving enough attention to some subtle details. A
common mistake is to hash the concatenation of two inputs to the hash function, i.e., to
compute Hpx||yq for inputs x and y of arbitrary length. Since many other values x1 , y 1
lead exactly to the same concatenation x1 ||y 1 “ x||y, this particular implementation
of hashing two values using a collision-resistant hash function H is no longer collisionresistant. Similar problems may arise even for single input values, if a non-injective
encoding function is used for encoding them as bit strings.
In a carefully implemented OVS, these problems are avoided in every application of the
underlying hash function. In the AVP, there are several applications of H with multiple
inputs and input domains different from t0, 1u˚ , but neither the protocol description in [3]
nor the additional detailed information in [5] specify the actual hashing implementation
in sufficient detail (beyond referring to concatenation). Excluding the problems described
above is a prerequisite for the correct functioning of the protocol.
2.1.6 Communication and Channel Security
By exchanging messages during the execution of the protocol, it is important for the
involved parties to ensure that the transmission of the messages is protected. If insecure
channels are used, the necessary security can be achieved using encryption and digital
signatures. In both cases, public keys must be exchanged and validated beforehand,
usually with the aid of a PKI based on certificates. Sending a message therefore means
to encrypt it using the recipient’s public key and to sign it using the sender’s private key
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(preferably using the sign-then-encrypt method). Conversely, receiving a message means
to perform the decryption using the recipient’s private key and to validate the signature
using the sender’s public key. Long messages are usually encrypted in a hybrid manner
using a symmetric encryption scheme.
In the given AVP, only messages containing secret values must be encrypted for transmission (all other values are “half-public” within the protocol). Transmitting secret values
only appears in two particular cases during the setup procedure, when secret keys are
transmitted from EA to REG and BBM (see Section 2.2). Obviously, ensuring the confidentiality of these keys is a prerequisite for enabling the system’s security properties.
In contrast, ensuring the integrity and authenticity of the exchanged messages is always
important in a proper implementation of the system, independently of the actual content
of the message.
In addition to guaranteeing the right channel security properties, it is crucial for the
proper functioning of the protocol that parties do not exchange messages other than the
ones specified in the AVP. For example, sending the signature of a message together
with the encrypted message (known as the encrypt-and-sign approach) may completely
break the message’s confidentiality, independently of the properties of the underlying
encryption scheme. Other subtle problems may arise whenever additional messages are
exchanged. In extreme cases, they may break up the security properties of a carefully
designed system.

2.2 Pre-Election Phase
In the pre-election phase as depicted in Figure 2.1, only EA and REG are involved in
an active role. By running the Setup algorithm, EA generates two asymmetric key pairs
pEBpk , EBsk q and pVCCspk , VCCssk q and one secret key Csk . The first private decryption key
EBsk is kept secret by EA, the second private signature key VCCssk is sent to REG, and
the secret key Csk is sent to both REG and BBM.4 By running the Register algorithm,
REG generates the data related to each voting card and forwards respective parts of the
data to BBM and the voters. Therefore, it is assumed that the number s of generated
voting cards corresponds to the total number of eligible voters. Note that the protocol
remains unclear about how REG determines s. We therefore simply assume that REG
selects s according to the number of entries in the electoral roll, which is available from
an offline source.
In our attempt of understanding the pre-election phase in every detail, we encountered
some inconsistencies in the formal description. Here is a list of the issues we found and
some remarks of how we decided to best deal with them:
4
We are not aware of any convincing reason for REG and BBM not to generate VCCssk and Csk themselves. Letting EA generating these keys may result in unnecessary impersonation attacks. Generally,
generating private keying material by other parties is against best practices in cryptographic protocol
design.

16

• Defining the voting options as a set tv1 , . . . , vk u is insufficient, because then the
assignment of the values vi to the k candidates is ambiguous. We propose to specify
these values as a vector pv1 , . . . , vk q instead of a set, which defines an explicit order.
Option vi is then assigned to Candidate i for all 1 ď i ď k.
• The number t of voting options that each voter can select is an important additional
election parameter. We assume that it is specified by EA, which then sends it to
BBM.
• The result function ρ is never used in the protocol. Therefore, it is not necessary
for the EA to specify it during the setup phase.
• REG needs to know the number s of voting cards to generate. This value is an
important additional election parameter, which we assume is given to REG from
an offline source.
• The vector pv1 , . . . , vk q is an indispensable additional input parameter of the Register
algorithm.
• Obtaining VCCid as a return value from calling Register is obviously a mistake in
the description of the algorithm. The correct return value is sVCCid .
k
• Sending tpvi , sCCid
i qui“1 to the voter makes no sense, because assigning values vi
(prime numbers from Gq ) properly to candidates is impossible for humans. Therek
fore, we propose that Register returns a vector psCCid
i qi“1 instead of a set, which
respects the order of the list of official candidates in the same way as their representations pv1 , . . . , vk q.

• Since REG is responsible for filling up the list ID with the data related to corresponding voting cards and publishing it on the bulletin board, we propose that
REG (not EA) is also responsible for initializing this list.
All discrepancies between the description and our understanding of the protocol are
highlighted in the protocol diagram of Figure 2.1.
In the following subsections, we will have a closer look at the two pre-election algorithms
Setup and Register. The checklist of Table 2.2 is the result of this investigation. It refers
to the points that we consider crucial when implementing these algorithms (in addition
to the general points listed in Table 2.1).
2.2.1 Algorithm Setup
The private decryption key EBsk and the codes secret key Csk are both picked uniformly
at random from Zq , whereas EBpk “ g EBsk is computed within the encryption group Gq .
Both steps fall under the umbrella of the general checks G4 and G5 of Table 2.1, i.e., no
additional specific checks must be defined. The same holds for the cryptographic setup
of the group Gq and the generator g.
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<latexit sha1_base64="WO/fMOnsnk1fH43+e1M/LtKMKjY=">AAAB/XicbVDLSgNBEJyNrxhfUY9eFqPgQcJuPOjNgBePEcwDkjXMTnqTIbMPZnrFZQn+hnpT8CCIV79Fv8bZJAdNLGgoqrrp7nIjwRVa1peRW1hcWl7JrxbW1jc2t4rbOw0VxpJBnYUilC2XKhA8gDpyFNCKJFDfFdB0hxeZ37wFqXgYXGMSgePTfsA9zihq6aaDcIeulzZCBDnqFktW2RrDnCf2lJTO3x4zPNW6xe9OL2SxDwEyQZVq21aEx8rzqM9F4qRUImcCRoVOrCCibEj70NY0oD4oJx2fPzIPtdIzvVDqCtAcq78nUuorlfiu7vQpDtSsl4n/ee0YvTMn5UEUIwRsssiLhYmhmWVh9rgEhiLRhDLJ9a0mG1BJmQ5D6TDs2dfnSaNStk/KlSurVD0gE+TJHtknR8Qmp6RKLkmN1AkjkjyQZ/Ji3BuvxrvxMWnNGdOZXfIHxucPTV+bBQ==</latexit>

Voter

<latexit sha1_base64="Jlvq52tojgEDvX8TO+Q23vXJqTk=">AAACDnicbZC9SgNBFIVn/Y3xb9VShMEoWEjY1UI7FREsI5hESEKYndxNhsz+MHNXDEsqX8BW3yCtgp3Y+gr6NM4mKdR4YOBwzr0M9/NiKTQ6zqc1NT0zOzefW8gvLi2vrNpr6xUdJYpDmUcyUjce0yBFCGUUKOEmVsACT0LV655nffUWlBZReI29GBoBa4fCF5yhiZr2Vh3hDj0/vZDAs4ieJdiJlEABut+0C07RGYpOGndsCieDx0xPpab9VW9FPAkgRC6Z1jXXiXFf+z4LhOw1UqZQcAn9fD3REDPeZW2oGRuyAHQjHd7Tp7smaVE/UuaFSIfpz42UBVr3As9MBgw7+m+Xhf91tQT940YqwjhBCPnoIz+RFCOawaEtoQwF2TOG8YwBp7zDFONoEBoY7t/TJ03loOgeFg+unMLpDhkpRzbJNtkjLjkip+SSlEiZcHJPBuSZvFgP1qv1Zr2PRqes8c4G+SXr4xt1x6Gg</latexit>

Election Authorities

Select (v1 , . . . , vk ), t, ⌦, ⇢
(EBpk , EBsk , Csk , VCCspk , VCCssk )

<latexit sha1_base64="IRWmmER1MatK4RopgTRb+cYhqR8=">AAACBHicbVDLSgNBEJz1GWPUaI5eFqPgQcJuPKgnA148RjEPSUKYnfQmQ2YfzPSKy5Krv+FVwZt49T8U/AD9CZ08DppY0FBUddPd5YSCK7SsN2NufmFxaTm1kl7NrK1vZDe3qiqIJIMKC0Qg6w5VILgPFeQooB5KoJ4joOb0z4Z+7Qak4oF/hXEILY92fe5yRlFL7WyuiXCLjptcQldvk1SqQTubtwrWCOYssSckf/r9efL1cZ0pt7PvzU7AIg98ZIIq1bCtEA+U61KPi7iVUImcCRikm5GCkLI+7UJDU596oFrJ6IuBuaeVjukGUpeP5kj9PZFQT6nYc3SnR7Gnpr2h+J/XiNA9biXcDyMEn40XuZEwMTCHkZgdLoGhiDWhTHJ9q8l6VFKGOjgdhj39+iypFgv2YaF4YeVLu2SMFNkmO2Sf2OSIlMg5KZMKYSQm9+SBPBp3xpPxbLyMW+eMyUyO/IHx+gPwCJ2L</latexit>

Registrars

<latexit sha1_base64="1gIprjb5pYO9Lfl2AUyXRV/DTvE="></latexit>

Bulletin Board
Manager

<latexit sha1_base64="YkW7U2l9AvwjAAWHdg53MSWeGjs=">AAACGHicbVDLSgNBEJz1/Tbq0ctgFBWWsBsPehS8eFPRqJANy+ykNxkys7PM9AZCyCf4A/6GVwVv4tWbfo2TmIOvgoaiqpvuriSXwmIQvHsTk1PTM7Nz8wuLS8srq6W19WurC8OhxrXU5jZhFqTIoIYCJdzmBphKJNwknZOhf9MFY4XOrrCXQ0OxViZSwRk6KS7tXoIEjnR7rxuHfiSbGq3fjTv7PvrRmYIW8yPT1ttxqRxUghHoXxKOSZmMcR6XPqKm5oWCDLlk1tbDIEffpilTQvYafWZQcAmDhaiwkDPeYS2oO5oxBbbRH302oDtOadJUG1cZ0pH6faLPlLU9lbhOxbBtf3tD8T+vXmB61OiLLC8QMv61KC0kRU2HMdGmMC4W2XOEcSPcrZS3mWEcXZgujPD363/JdbUSHlSqF9XyMR3HMkc2yRbZIyE5JMfklJyTGuHkjjyQR/Lk3XvP3ov3+tU64Y1nNsgPeG+fIAae2Q==</latexit>

Setup(1 )

<latexit sha1_base64="95gAMQ0Rl+p9sIOP1IuX+9Ru9Pk="></latexit>

(v1 , . . . , vk ), t, ⌦, ⇢, EBpk , Csk , VCCspk
<latexit sha1_base64="O6qMryktKZGxhwypDl0zuCaqxpQ="></latexit>

(v1 , . . . , vk ), Csk , VCCssk
<latexit sha1_base64="FcAQ/RQg7iCN+jBQ5/Pj/RLBR3o="></latexit>

<latexit sha1_base64="x84GOB1aWWbsH1swQD1Of9rmM7c="></latexit>

Select s
ID
hi
For i = 1, . . . , s
id
id
id k
id
(SVKid , VCid , VCid
pk , VCksid , BCK , sVCC , (sCCi )i=1 , CM )
Register(1 , Csk , VCCssk , (v1 , . . . , vk ))
id
ID
ID || h(VCid , VCid
pk , VCksid , CM )i
<latexit sha1_base64="elMSN46s2yMH68gD1TC/Ynkr21k="></latexit>

<latexit sha1_base64="sRkMV1JCEzIgcnwaLjkbo5SuiMA="></latexit>

<latexit sha1_base64="j08cjaOtd4yJ/prqzqtnDQHdDv8="></latexit>

<latexit sha1_base64="YZxmtr4QniRT164kQnvAoY+yvCE="></latexit>

ID
<latexit sha1_base64="ZR6npSWX9naEG7efqqpy55E52EQ="></latexit>

id

id

SVKid , BCK , sVCC
<latexit sha1_base64="FEAnjLbfdDUsRLd+yZmXcLtejTI="></latexit>

k
, (sCCid
i )i=1

BB
<latexit sha1_base64="CfCS6sAgsg6ChHs31q8bLOAjDTA="></latexit>

hIDi

Figure 2.1: Overview of the pre-election sub-protocol. Deviations from the protocol description in [3] are highlighted in red (modified parameters), blue (additional parameters), and yellow (unused parameters).
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Nr.

Algorithm

Description of Check

S1

Setup

RSA key generation is implemented properly.

S2

Register

The algorithm Register is called exactly s times.

S3

Register

The key derivation function δ is implemented properly. The two
salts IDseed and KEYseed are different.

S4

Register

id
id
The symmetric encryption of VCid
sk , sCCi , and psVCC ||SVCCid q
is implemented properly using a current standard such as AESGCM.

S5

Register

The keyed pseudo-random function fk is implemented properly,
for example as HMAC based on SHA256.

S6

Register

The randomly selected short choice codes sCCid
i are checked for
uniqueness.

S7

Register

The tables CMid are shuffled before sending them as part of ID to
BBM. The shuffling algorithm selects the permutation uniformly
at random from all k! possible permutations.

S8

Register

id is implemented
The computation of the values CCid
i and VCC
according to the protocol.

S9

Register

The creation of the signature SVCCid is implemented properly according to the RSA-PSS standard.

Table 2.2: List of checks relative to the pre-election algorithms Setup and Register.
The signature key pair pVCCspk , VCCssk q are RSA keys of the form VCCspk “ pe, nq and
VCCssk “ pd, nq for values n “ pq and e, d P Zφpnq satisfying ed mod φpnq “ 1. Generating
RSA keys is a subtle procedure with several pitfalls. Most importantly, p, q P P should
primes of equal or almost equal bit length, which are picked uniformly at random, but
such that they do not lie too close to each other. If primality of p and q is tested using a
probabilistic primality test, then the algorithm’s failure probability should be less than
1
. Furthermore, kpqk should depend on the security parameter 1λ and be consistent
2λ
with current key length recommendations (for example 2048 bits or more for λ “ 112).
For improved efficiency, small (but not too small) values e are acceptable, for example a
constant value such as e “ 65537.
2.2.2 Algorithm Register
This is one of the most critical algorithms in the AVP. Its goal is to prepare the cryptographic data necessary to achieve individual verifiability in the voting process. The
algorithm is thus called for all s voters and in each run, the output will always be a
different one. Obviously, it is critical to call Register exactly s times, i.e., at least s times
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to provide a voting card to every voter and at most s times to avoid ballot stuffing.
The first step of Register is the generation of the random start voting key SVKid , which is
the value that the voter enters to start the voting process. Two values VCid and KSpwdid
are derived from SVKid using the key derivation algorithm δ (see check G2 in Table 2.1)
with two different salts called IDseed and KEYseed, respectively.5 The value KSpwdid
is then used as a symmetric key to encrypt the private key of an ElGamal key pair
id
pVCid
pk , VCsk q into a keystore VCksid . During vote casting, knowledge of SVKid is sufficient
to derive VCid and KSpwdid and therefore to decrypt the keystore into VCid
sk . This is the
protocol’s main voter authentication mechanism.
id
In the second step of Register, long choice codes CCid
i and short choice codes sCCi are
generated for all voting options i P t1, . . . , ku. The computation of CCid
i involves an
exponentiation in Gq and an application of the keyed pseudo-random function fk (implemented as HMAC based on SHA256). Corresponding short choice codes sCCid
i are
id
picked at random and checked for uniqueness. They are encrypted using CCi as syms
id
id
metric encryption key and pairs pHpCCid
i q, Enc psCCi , CCi qq are stored in a table CMid .
This table will be used during vote casting to map long choice codes CCid
i into short codes
id
CCi , which are then presented to the voter. To guarantee vote secrecy in this process, it
is crucial to shuffle this table, because otherwise submitted votes can be easily linked to
the selected voting options using only the order of the entries in CMid . Surprisingly, this
important aspect is not discussed in [3].

The table CMid contains an additional entry for corresponding vote cast codes VCCid (long)
id
id
and sVCCid . Similarly to CCid
i , VCC is derived from a randomly picked value BCK using
the keyed pseudo-random function fk . This computation involves mapping BCKid into
an element of Gq (by squaring it modulo p) and raise it to the power of VCid
sk . A RSA
id
signature SVCCid of sVCC is created using the private RSA key VCCssk . The signature is
added to the entry for VCCid in CMid (using concatenation).6

2.3 Election Phase
The election phase can be regarded as the protocol’s core. It consists of three communication round trips from the voter (respectively the VD) to the BBM and back. The
first round (upper part of Figure 2.2) realizes the voter authentication, which consists in
presenting the start voting key SVKid to the BBM. In case this key exists in the list ID,
the BBM returns the voter’s personal key store VCksid to the VD, from which the private
id
vote casting key VCid
sk is extracted. In the second round (middle part of Figure 2.2), VCsk
is used to submit the ballot V containing an encryption of the voter’s choices pj1 , . . . , jt q
to the BBM. Along with this encryption, V contains so-called partial choice codes pCCid
i ,
5
The salt of key derivation function and the seed of a PRNG should not be mixed up. These are
two completely different concepts and serve for different purposes.
6
The purpose of this signature remains unclear in [3], especially because no signatures are created
for the short choice codes sCCid
i .
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from which the BBM can compute the long choice codes CCid
i in the same way as the
Register algorithm during the pre-election phases. V also contains three different zeroknowledge proofs πsch , πexp , and πpleq , which tie all submitted values together. If the
ballot is well-formed and the proofs are all valid, BBM uses the voter’s mapping table
CMid to derive short choice codes sCCid
i from the long ones. They are sent back to VD,
which presents them to the voter for comparing them with the codes printed on the voting
card. In case of a full match, the voter initiates the third round (lower part of Figure 2.2)
by entering the ballot casting key BCKid to confirm the submitted ballot. Using VCid
sk , VD
computes the confirmation message CMid , which is forwarded to the BBM. In a similar
way as for the choice codes, BBM first computes the long vote cast code VCCid and then
selects the short vote cast code sVCCid from the mapping table CMid . Sending sVCCid to
VD and presenting it to the voter is the last step of this phase.
Similar to the pre-election phase, we also encountered some inconsistencies in the formal
description of the election phase. Here is the list of the issues we found and some remarks
of how we decided to best deal with them:
• The voting device requires VCid
pk , EBpk , and pv1 , . . . , vk q for calling the CreateVote
algorithm.
• The voter’s choices are best represented by the set tj1 , . . . , jt u of the indices of all
selected candidates. Assuming from voters to provide corresponding prime numbers
vji P Gq —as suggested in the protocol description—is not realistic from a usability
point of view. The set tj1 , . . . , jt u is therefore a more appropriate input to the
CreateVote algorithm.
• Algorithm ProcessVote requires EBpk as additional parameter.
• Algorithm CreateCC requires t as additional parameter.
• Parameters VCid and V are unused in the algorithm Confirm.
• Updating the BB with entries psVCCid , SVCCid q does not link them to corresponding
entries pVCid , Vq containing the votes. We propose to use VCid as identifier for every
type of entry in BB.
• Each ballot V created by CreateVote contains three different non-interactive zeroknowledge proofs. We observed that the first proof is redundant in the light of the
two other proofs (see Footnote 7).
We also detected a subtle problem with the proposed way of responding to incoming
ballot submissions. In the procedure depicted in the middle part of Figure 2.2, suppose
that the submitted vote V passes all tests of ProcessVote, but not all tests of CreateCC
(if two referendums are held in parallel, such a ballot can be constructed easily, for example by submitting two votes to the first and zero votes to the second referendum).
While such a ballot is clearly invalid, nothing speaks against allowing the voter to submit another ballot, for example from a different voting device. But since the proposed
procedure updates BB before calling CreateCC, re-submitting a (valid) ballot would be
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<latexit sha1_base64="WO/fMOnsnk1fH43+e1M/LtKMKjY=">AAAB/XicbVDLSgNBEJyNrxhfUY9eFqPgQcJuPOjNgBePEcwDkjXMTnqTIbMPZnrFZQn+hnpT8CCIV79Fv8bZJAdNLGgoqrrp7nIjwRVa1peRW1hcWl7JrxbW1jc2t4rbOw0VxpJBnYUilC2XKhA8gDpyFNCKJFDfFdB0hxeZ37wFqXgYXGMSgePTfsA9zihq6aaDcIeulzZCBDnqFktW2RrDnCf2lJTO3x4zPNW6xe9OL2SxDwEyQZVq21aEx8rzqM9F4qRUImcCRoVOrCCibEj70NY0oD4oJx2fPzIPtdIzvVDqCtAcq78nUuorlfiu7vQpDtSsl4n/ee0YvTMn5UEUIwRsssiLhYmhmWVh9rgEhiLRhDLJ9a0mG1BJmQ5D6TDs2dfnSaNStk/KlSurVD0gE+TJHtknR8Qmp6RKLkmN1AkjkjyQZ/Ji3BuvxrvxMWnNGdOZXfIHxucPTV+bBQ==</latexit>

Voter

<latexit sha1_base64="EZ25uUieZxc6OMseZ14Tw2EL3oE=">AAAB/3icbVA9SwNBEN2L3zFqVLCxWYyCVbjTQq0UtLCMYBIlCWFvM5cs2ds7dufEcKbwr9hYKGLr37Cz8Afon9BNYuHXg4HHezPMzPNjKQy67ouTGRufmJyansnO5ubmF/KLSxUTJZpDmUcy0mc+MyCFgjIKlHAWa2ChL6Hqdw8HfvUCtBGROsVeDI2QtZUIBGdopWZ+pY5wiX6QViIUqk2P4EJw6DfzBbfoDkH/Eu+LFPY/3vbeX89zpWb+ud6KeBKCQi6ZMTXPjbGRMo2CS+hn64mBmPEua0PNUsVCMI10eH+fblilRYNI21JIh+r3iZSFxvRC33aGDDvmtzcQ//NqCQa7jVSoOEFQfLQoSCTFiA7CoC2hgaPsWcK4FvZWyjtMM442sqwNwfv98l9S2Sp628WtE7dwsE5GmCarZI1sEo/skANyTEqkTDi5Ijfkjtw7186t8+A8jlozztfMMvkB5+kTdrGavQ==</latexit>

Voting Device

<latexit sha1_base64="1gIprjb5pYO9Lfl2AUyXRV/DTvE="></latexit>

Bulletin Board
Manager

SVKid
<latexit sha1_base64="/c8W2Q2B2cGir4Tfpz3v3lXnUlE="></latexit>

VCid

GetID(SVKid )

<latexit sha1_base64="gOSSSHno/7K88SEuPMof96s+3u0="></latexit>

VCid

<latexit sha1_base64="IW4EeVUr0yszdCx+8CXBIieWTfY="></latexit>

id
Select (VCid , VCid
pk , VCksid , CM ) from ID
<latexit sha1_base64="LxfdHl21OfLiYf5hMcwfyMwVIgY="></latexit>

<latexit sha1_base64="kblHulhWdTQXAWSuOSSK8lDEckE="></latexit>

VCksid , VCid
pk , EBpk , (v1 , . . . , vk ), t

t
<latexit sha1_base64="DrsmQ4usOpJb0rwLYQfup3vKcxM="></latexit>

{j1 , . . . , jt }
<latexit sha1_base64="DvEccaoON61di5c0N/rAPwWGFN4="></latexit>

<latexit sha1_base64="d7bycv5jt/MjDAp08uaRajF9JUQ="></latexit>

<latexit sha1_base64="a9tasKVU2O0mbfu/bo8Ec5rIo+U="></latexit>

VCid
GetKey(SVKid , VCksid )
sk
id
V
CreateVote(VCid , {vj1 , . . . , vjt }, VCid
pk , VCsk , EBpk )
<latexit sha1_base64="bVWyfHgm0TYLGJOv6US6yhD8ZUw="></latexit>

VCid , V

v
ProcessVote(BB, VCid , V, EBpk )
If v = 0 abort
BB
BB || h(VCid , V)i
t
(sCCid
CreateCC(V, Csk , CMid , t)
i )i=1
t
If (sCCid
)
=
? abort
i i=1
<latexit sha1_base64="THO7hd5O2u1+vKr6tAx3txpvPU0="></latexit>

<latexit sha1_base64="S8pfJxTdnBUDv7rlenJYdVa5ZB4="></latexit>

<latexit sha1_base64="7TLjzhLHlXRf0roWqZmoWrLolRg="></latexit>

<latexit sha1_base64="qiUT/amq4vxmoStG76wO38CjUNY="></latexit>

<latexit sha1_base64="L1QUowhN0fmQYpJop3ZpNaFCUEo="></latexit>

t
(sCCid
i )i=1

t
(sCCid
i )i=1

<latexit sha1_base64="bvLL+GoYb7pa6gYzFAr5gHtMpC0="></latexit>

<latexit sha1_base64="vVddDFhqfg1XTRWBanV3KJO15+Q="></latexit>

<latexit sha1_base64="bvLL+GoYb7pa6gYzFAr5gHtMpC0="></latexit>

id t
t
If (sCCid
i )i=1 6= (sCCji )i=1 abort

<latexit sha1_base64="yulopR5hmg4gZXz8UDz2xjrpje4="></latexit>

BCKid

CMid
<latexit sha1_base64="cnODlBOQyLzWb98d3i7y0804fEk="></latexit>

id
Confirm(VCid , V, VCid
sk , BCK )

<latexit sha1_base64="MILiVbL3Otbcr/FenSDYStC9mPY="></latexit>

VCid , CMid

(sVCCid , SVCCid )
ProcessConfirm(BB, VCid , CMid , Csk , VCCspk )
id
If (sVCC , SVCCid )) = ? abort process
BB
BB || h(VCid , sVCCid , SVCCid ))i
<latexit sha1_base64="4O7j+EP/rjnrJhDWCZcZc0dXYI8="></latexit>

<latexit sha1_base64="vXbdJugcuprY6zJEuz1vxQOXULY="></latexit>

<latexit sha1_base64="ysWd64ed+q23KjjHfwUbYw6vWqU="></latexit>

<latexit sha1_base64="lIE9kZiaLnGC+jVL6TulcdHhdgU="></latexit>

<latexit sha1_base64="0it3dcvS9FdsLFckezneLhlCqiw="></latexit>

sVCCid

<latexit sha1_base64="lIE9kZiaLnGC+jVL6TulcdHhdgU="></latexit>

sVCCid

If sVCCid 6= sVCCid complain

Figure 2.2: Overview of the election sub-protocol. Deviations from the protocol description in [3] are highlighted in red (modified parameters), blue (additional
parameters), and yellow (unused parameters).
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rejected already by ProcessVote. In other words, the voter unnecessarily gets blocked by
a previously submitted invalid vote.
In the following subsections, we will have a closer look at the algorithms executed during
the election phase. The two checklists of Tables 2.3 and 2.4 are the results of our analysis.
The first refers to the algorithms executed by VD and the second to the algorithms executed by BBM. They describe to the points that we consider crucial when implementing
these algorithms (in addition to the general points listed in Table 2.1). Note that all VD
algorithms are implemented using web-client technologies.
Nr.

Algorithm

Description of Check

V1

GetID

The key derivation function δ is implemented properly using the
same current standard as in Register and the same salt IDseed.

V2

GetKey

The key derivation function δ is implemented properly using the
same current standard as in Register and the same salt KEYseed.

V3

GetKey

The decryption of VCksid using the symmetric key KSpwdid is
implemented properly using the same current standard as in
Register.

V4

Confirm

The computation of the confirmation message CMid is implemented according to the protocol. It corresponds (partially) to
the computation of VCCid in Register.

V5

CreateVote

The ElGamal encryption c is implemented properly using a fresh
randomization r.

V6

CreateVote

The computation of the partial choice codes pCCid
i is implemented
according to the protocol.

V7

CreateVote

The modified encrypted vote c̃ is derived from c according to the
protocol.

V8

CreateVote

The non-interactive zero-knowledge proofs πsch , πexp , and πpleq
are generated according to the protocol (see Table 2.5).

V9

CreateVote

All non-interactive zero-knowledge proofs are implemented properly. In particular, the Fiat-Shamir heuristic is applied to all
public values and commitments. Each proof is generated using a
fresh randomization s P Zq .

Table 2.3: List of checks relative to the client-side algorithms of the election phase, which
are executed by VD.
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Nr.

Algorithm

Description of Check

B1

ProcessVote

Checking the existence of a previously submitted ballot with
the same VCid in BB is conducted properly.

B2

ProcessVote

Checking the existence of an entry for VCid in ID is conducted
properly. The public key from that entry must correspond to
the submitted value VCid
pk .

B3

ProcessVote

The verification of the non-interactive zero-knowledge proofs
πsch , πexp , and πpleq is implemented properly. In each case,
the Fiat-Shamir heuristic is applied to all public values and
commitments listed in Table 2.5.

B4

CreateCC

The number of submitted partial choice codes is equal to t.

B5

CreateCC

The long choice codes (or the decrypted short choice codes)
are tested for uniqueness.

B6

CreateCC
ProcessConfirm

The keyed pseudo-random function fk is implemented properly, for example as HMAC based on SHA256.

B7

CreateCC
ProcessConfirm

The symmetric decryption using the symmetric key VCCid is
implemented properly using the same current standard as in
Register.

B8

ProcessConfirm

The verification of the signature SVCCid is implemented properly according to the RSA-PSS standard.

Table 2.4: List of checks relative to the server-side algorithms of the election phase, which
are executed by BBM.
2.3.1 Algorithms GetID, GetKey, Confirm, CreateVote
These are the client-side algorithms, which are executed by VD using web-client technologies (JavaScript). GetID, GetKey, and Confirm are relatively simple and their implementation must be in accordance with corresponding computations in the algorithm
Register from the pre-election phase. Some of the checks from Table 2.2 must therefore be
repeated almost one-to-one for the client-side implementation. Even tiny deviations from
the client-side implementation could disrupt the proper functioning of the vote casting
process.
The most complex client-side algorithm is CreateVote, which prepares the ballot based
on the voter’s choices. Its output V consists of the following elements:
ś
• The ElGamal encryption c “ pc1 , c2 q “ Encpv, EBpk q of the aggregated vote ti“1 vji
using the encryption randomness r P Zq ;
VCid

t
id
sk
• The set tpCCid
i ui“1 of partial choice codes pCCi “ vji ;
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VCid
sk

• The modified encrypted vote c̃ “ pc̃1 , c̃2 q “ pc1
• The voter’s public key

VCid
sk

, c2

q;

VCid
pk ;

• Three zero-knowledge proofs πsch , πexp , and πpleq .7
Each of these values must be computed exactly according to the protocol. Most computations are conducted in Gq (modulo p). In the implementation of the non-interactive
zero-knowledge proofs, it is very important to apply the Fiat-Shamir heuristic to all
commitments created in the initial step of the proof generation and to the right amount
of public inputs. Otherwise, various attacks exist to weaken the security provided by
the proofs [10, 14]. Table 2.5 gives an overview of the secret inputs, public inputs, and
commitments for each proof included in V. It corresponds exactly to the definition of the
proofs in r3s.8 Note that all public inputs and commitments are elements of Gq and all
secret inputs are elements of Zq , i.e., computations are conducted modulo p respectively
modulo q.
Proof

Type

Secret Inputs

Public Inputs

Commitments

πsch

Exp

r

g, c1 (and c2 )

g s , for s Ð Zq

πexp

Eq

VCid
sk

g, c1 , c2 , VCid
pk , c̃1 , c̃2

g s , cs1 , cs2 , for s Ð Zq

πpleq

Eq

r ¨ VCid
sk

g, EBpk , c̃1 , śt

c̃2
id
i“1 pCCi

$

$

$

g s , EBspk , for s Ð Zq

Table 2.5: Overview of the non-interactive zero-knowledge proofs contained in each submitted ballot. Note that c2 is an auxiliary public input of πsch , which ties the
the right-hand side of the ElGamal encryption to the proof.

2.3.2 Algorithms ProcessVote, CreateCC, ProcessConfirm
These are the server-side algorithms of the election phase, which are executed by BBM in
response to each submitted ballot and confirmation. All three algorithms include certain
validity tests, which may lead to an exception if one of them fails. Exceptions are handled
by returning either 0 or the special symbol K. In each of these cases, the vote casting
process is stopped. If ProcessVote returns 0, the submitted ballot V is discarded, which
means the voter will be able to repeat the vote casting process from the beginning. If
7

We observed that πsch , which proves knowledge of the encryption randomness r P Zq , is redundant
in the light of πexp and πpleq , because r “ logg c1 “ logg c̃1 { logc1 c̃1 can be computed easily from r ¨ VCid
sk “
id
logg c̃1 and VCid
sk “ logc1 c̃1 . A proof of knowledge of r ¨ VCsk is included in πpleq and a proof of knowledge
of VCid
sk is included in πexp , i.e., together they imply knowledge of r. Note that the auxiliary public input
c2 of πsch is also included in πexp .
8
From Version 1.0 to Version 5.0 of the specification document [5], the application of the Fiat-Shamir
heuristic was not specified in further detail. According to [6], the code implementing the heuristic did
not apply the heuristic properly to all public inputs and commitments, but the problem has been solved
in a recent patch. Accordingly, the latest versions of [5] contain a more detailed and correct description
of the Fiat-Shamir heuristic.
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CreateCC returns K, V has already been added to BB, which means that the voter will
be blocked from submitting another vote (see remark on Page 21). If ProcessConfirm
returns K, the confirmation message CMid is discarded, i.e., the voter may attempt to
submit another confirmation message that possibly will pass the tests.
The purpose of the algorithm ProcessVote is threefold. It first checks if the public key
9
VCid
pk included in V is consistent with the entry for VCid in ID. If this is the case, it checks
if an entry for VCid already exists in BB. If that’s not the case, all three non-interactive
zero-knowledge proofs are verified. Again, the proper application of the Fiat-Shamir
heuristic is a precondition for the correctness of the proof verification.
Algorithm CreateCC first derives the long choice codes CCid
i by applying the keyed pseudoid
random function fk to the partial choice codes pCCi included in the ballot (using Csk
as symmetric key). If an entry exists in the voter’s codes mapping table CMid for every
id t
HpCCid
i q, the set of short choice codes tsCCi ui“1 can be retrieved by decrypting the
linked ciphertexts. The existence of such entries proves that all selected voting options
vi are valid. In the implementation of this algorithms, the critical points are similar
to the ones already mentioned relative to the algorithm Register, which generates the
mapping tables. In addition to those points, it is crucial to verify that the long (or
the short) choice codes are unique (otherwise the same voting options could be selected
multiple times) and that the number of submitted partial choice codes corresponds to t
(otherwise ballots containing an amount of votes different from t would be accepted and
added to BB). Surprisingly, these important aspects are not discussed in [3].10
Algorithm ProcessConfirm is very similar to CreateCC, but it only deals with a single
value, the confirmation message CMid . In addition to applying the keyed pseudo-random
function fk to CMid , selecting the entry for HpVCCid q from the mapping table CMid , and
decrypting the short vote cast code sVCCid , the attached RSA signature of sVCCid is
verified. This is an additional test which could possibly lead to an exception.

2.4 Post-Election Phase
In the post-election phase, the collected election data from BB is given to EA, which is in
charge of performing the decryption and the tallying. Their main output is the election
result r, which can be seen as the list of plaintext votes from each voter. In addition to
r, EA generates some cryptographic evidence Π, which can be used by AUD to verify
that the decryption and the tallying has to be conducted properly. As one can see in the
protocol diagram of Figure 2.3, there is a single algorithm for each of these tasks.
Instead of returning VCid
pk to BBM along with the encrypted vote, it would be easier to let the BBM
id
retrieve VCid
pk from the list ID based on VCid . Without a consistency test for VCpk , there would be less
exceptional cases in the protocol flow.
10
Invalid votes of that kind would be sorted out at tallying, when the vector of decrypted votes is
checked against Ω. However, eliminating them as early as possible in the process is certainly preferable.
Then affected voters may even be allowed for re-submitting another (possibly valid) ballot.
9
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<latexit sha1_base64="4XgxN5jQi4i6j4qUZySon9T218k="></latexit>

Election Authorities

<latexit sha1_base64="1gIprjb5pYO9Lfl2AUyXRV/DTvE="></latexit>

Bulletin Board
Manager

<latexit sha1_base64="Sav63908XMGhWr7d8vjwm2hu+uk="></latexit>

Auditors

BB
<latexit sha1_base64="p83yrZQUOHwnUssLP+D1w8LGfNk="></latexit>

(r, ⇧)

Tally(BB, EBsk , EBpk , VCCspk , ⌦, (v1 , . . . , vk ))

<latexit sha1_base64="P6YhrByMLQQxnZRpldM+AnvgkJo="></latexit>

<latexit sha1_base64="LqOrYScaFYFjuexjxsyBITGJTHk="></latexit>

r, ⇧

BB, r, ⇧, EBpk , VCCspk , ⌦
<latexit sha1_base64="jc1SNLpM83cPyhV1YgazFu5+0xs="></latexit>

v
VerifyTally(BB, r, ⇧, EBpk , VCCspk , ⌦)
If v = 0 abort
<latexit sha1_base64="Hz80QeVqpPIUTnLtrns7Yz3O/vQ="></latexit>

<latexit sha1_base64="S8pfJxTdnBUDv7rlenJYdVa5ZB4="></latexit>

Figure 2.3: Overview of the post-election sub-protocol. Deviations from the protocol
description in [3] are highlighted in blue (additional parameters).
Despite the simplicity of this last protocol phase, we still found some inconsistencies in
its description in [3]:
• EBpk , VCCspk , and Ω are additional algorithm parameters of both Tally and VerifyTally.
• pv1 , . . . , vk q is an additional algorithm parameter of Tally, otherwise a general factoring algorithm cannot be implemented efficiently.
• WhileśTally performs consistency checks tvi,1 , . . . , vi,t u P Ω for each decrypted vote
vi “ tj“1 vij , VerifyTally does not include such tests. This is an obvious mistake.
To perform these test, VerifyTally requires Ω.
• In the course of conducting Tally, EA verifies signatures SVCCid using their own
public key VCCspk , i.e., they verify their own signatures. By doing so, they get
convinced that the decrypted short vote cast codes sVCCid correspond to the values they generated previously during the pre-election phase. The same could be
achieved more easily, for example by keeping a list of all generated short vote cast
codes (or a list of corresponding hash values).
• According to [3], Tally calls ProcessVote for every vote in BB. The obvious goal
of this task is to repeat the ballot consistency checks. However, because BB has a
completely different state when Tally is invoked by EA compared to the state when
ProcessVote was invoked during vote casting, this does not work as suggested. We
assume therefore that Tally mainly checks that BB contains at most one ballot for
each VCid and that their zero-knowledge proofs are all valid.
While conducting VerifyTally by AUD is part of the AVP as specified in [3], it is—to
the best of our knowledge—not part of the implemented and deployed system. We will
therefore ignore VerifyTally in our analysis.
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The purpose of the Tally algorithm is threefold. First, it performs a cleansing process over
all submitted ballots by performing tests similar to those of the ProcessVote algorithm
to each submitted ballot (see remark above). The list C of encrypted votes is then
extracted from the cleansed ballot list. Second, by calling the algorithm C 1 Ð MixpCq,
the encrypted votes are re-encrypted and shuffled into a new list C 1 . The permutation
according to which the shuffling is performed is picked uniformly at random from all n!
possible permutations (where n denotes the size of C and C 1 ). Finally, the votes in C 1 are
decrypted using the private key EBsk into values vi , which are then factorized into sets
Vi “ tvi,1 , . . . , vt1 u of prime factors vij . For each resulting factorized vote, a test Vi P Ω
is performed to detect invalid combinations of voting options. Independently of how Ω is
represented for a given election, this test must consist of at least the following steps:
• t1 “ |Vi | is equal to t;
• vij P tv1 , . . . , vn u for all vij P Vi ;
• If Vi contains voting options from s different elections (in a combined election event
with multiple simultaneous races), then Vi must contain
exactly tj ě 1 voting
ř
options for every election j P t1, . . . , su, where t “ sj“1 ti is the total number of
admissible votes. In such cases, the vector pt1 , . . . , ts q and the decomposition of
pv1 , . . . , vk q into s partitions must be defined as part of the election setup.
Note that it is important to implement factorization efficiently, for example by looping
over all given values pv1 , . . . , vk q and using them as candidates for possible prime factors.
Otherwise, if the search for prime factors is implemented “blindly” (for example using an
exhaustive search), then the algorithm could get stuck almost endlessly if a decrypted
vote contains very large prime factors.
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Nr.

Algorithm

Description of Check

T1

Tally (cleansing)

Testing that BB contains at most one confirmed ballot for
each VCid is properly implemented.

T2

Tally (cleansing)

The verification of the non-interactive zero-knowledge
proofs πsch , πexp , and πpleq is implemented properly (similar to B3 in Table 2.4). The verifications are applied to the
proofs in every confirmed ballot from BB.

T3

Tally (cleansing)

The verification of the signatures SVCCid is implemented
properly according to the RSA-PSS standard (see B8 in
Table 2.4). The verification is applied to the signature included in every confirmed ballot from BB.

T4

Tally (mixing)

The encrypted votes are properly re-encrypted before (or
after) applying the shuffle. A fresh randomization is used
for every ciphertext.

T5

Tally (mixing)

The shuffling algorithm selects a permutation uniformly at
random and applies it properly to the list of (re-)encrypted
votes.

T6

Tally (decryption)

The decryption of the shuffled ElGamal ciphertexts is implemented properly.

T7

Tally (decryption)

The factorizing algorithm is implemented correctly and
runs efficiently even for numbers with arbitrarily large factors.

T8

Tally (decryption)

Testing that each factorized vote tvi,1 , . . . , vi,t u is an element of the set Ω of admissible vote combinations is implemented properly, such that all types of invalid votes are
detected.

T9

Tally

The output list of the cleansing process corresponds to the
input list of the mixing process. The output list of the mixing process corresponds to the input list of the decryption
process.

Table 2.6: List of checks relative to the post-election algorithm Tally.
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3 Source Code Analysis
Due to the circumstances discussed in Section 1.3, we were not able to apply code analysis
tools to the source code. Thus we were forced to analyze the code mostly manually, which
turned out to be very time-consuming in the light of the vast amount of source files. Our
attempts to build up the necessary understanding of the code was further impeded by
the Spring framework in use. By injecting code at runtime, Spring makes analyzing,
debugging, and navigating through the code considerably more difficult. While finding
code sections implementing a certain task is not difficult as such, figuring out whether
the code is really in use turned out to be cumbersome in many cases. Given the very
limited time for the analysis of the source code, the following analysis is the result of a
best effort approach and cannot be seen as an encompassing and final analysis.
Based on the checklists from Section 2, we analyzed the code by evaluating systematically
each single check of each protocol sub-phase. To present the essence of our conclusions
in a uniform and simple way, we introduce the color scheme of Table 3.1. Note that only
problematic checks (red, orange) will be discussed in detail. Successful checks (green)
are listed in the tables, but are not further elaborated.
Eval.

Description
We performed the check and confirm it is properly implemented. Non-security
relevant minor deviations are accepted.

I

While performing the check, we discovered that the implementation of some
relevant points is only partially correct.

II

We were unable to perform the check: relevant source code is missing.

III

We were unable to perform the check: lack of time.
While performing the check, we discovered that some of the most relevant
points are either incorrectly implemented or completely missing.
Table 3.1: Color scheme used to evaluate the checklists from Section 2.

3.1 General Protocol Aspects
The biggest issue we found in the context of the general protocol aspects affects the
cryptographic setup. The generation of the cryptographic parameters p, q, and g and the
missing verification do not follow best practices. Other shortcomings were found related
to consistency tests of input parameters, the usage of the random source, properly hashing
multiple values, the signing of exchanged messages, and messages which contain more
information than defined by the protocol. Most of these aspects could not be analyzed
completely due to the amount of source code and the lack of time. However, for each of
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the mentioned aspects there is at least one example, where the system is implemented
improperly.
Nr.

Findings

Eval.

G1

The cryptographic parameters p, q, g, 1λ are not verified by any
component or party. Neither a simple consistency check is done nor
is the security level verified.

G2

The keys are properly generated within the security level of 112 bits
(φ “ kpwdk “ 3220 “ 2100 and c “ 32000 « 215 results in 100 ` 15 “
115 ě 112).

G3

Basic tests are generally done, however fundamental tests like group
membership are occasionally missing.

I/II/III

G4

Picking elements uniformly at random based on the output of a cryptographically secure PRNG is implemented more than once and not
always properly.

I/III

G5

The group operations in Gq , Zq , and Z˚p are computed properly.

G6

Collision-resistance is not preserved for hash values of multiple inputs.

G7

Even though there are multiple PKI-trees available and the certificates for the involved public keys exist and are valid, there are security
critical documents that are not signed. This is not in accordance to
best practice and jeopardizes their authenticity and integrity, as many
of these documents are moved between actors and system boundaries.

I/III

G8

Due to lack of time, it was not possible to do an exhausting verification
of all exchanged messages. However, we found a prominent example
where the information additionally contained in the message alters
the properties of the underlying cryptographic protocol.

I/III

Table 3.2: Evaluation of the general checks.
G1 The true security level, the system is operating in, cannot be determined. This is
due to the fact that multiple security relevant values are not derived from the proposed
security level but are hard coded at some point and propagated throughout the code.
Throughout the complete implementation we have not found a single place, where the
cryptographic parameters p, q, and g are verified by any consistency checks. It is also
not checked whether the bit-lengths of p and q correspond to the security level. Such
checks are even missing when the parameters are taken from an external source11 , where
authenticity and integrity is missing due to the lack of a signature.
Furthermore, the procedure for the generation of p, q, g, and the list of primes required
for vote encoding is implemented in a way, that multiple manually induced steps are
11

usually by deserializing some values from a file
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required. This way, the cryptographic setup is highly error prone. Please note, that even
after demanding for it several times we have not received any document describing this
manual process in detail.
As there are several findings within this crucial step of the implementation, please find
the dedicated section 3.2 for more insights.
G3 Due to the amount of source code and lack of time, we were not able to verify all
membership and consistency checks for all algorithm parameters. We were only able to
analyze a limited amount of the source code but we can confirm that basic checks are
generally done. Parameters are checked for null- and/or empty-value and whether they fit
into a certain range. However, fundamental cryptographic checks such as group membership are not done systematically and are occasionally missing. For example the encrypted
partial choice codes are decrypted without a prior check for group membership. Or in the
verification of the plaintext equality proof, the input parameters to the Maurer’s unified
proof verifier are computed on values, which are not checked for group membership; this
questions the soundness of the proofs to guarantee individual verifiability.
The important consistency tests regarding the prime numbers for the voting options
(see Section 2.1.2) have not been found and hence are expected to be missing (see also
Section 3.2).
G4 There is a complete package (securerandom) within the source code for the serverside, where the delicate matter of choosing entropy pools and acquiring randomness is
treated. However, there are locations, where the productive code uses an alternative
implementation for acquiring randomness, e.g. BigIntTools within the mixnet package.
This way, we could not determine the quality of the randomness used at the server-side
of the system.
The implementation of randomness at the client-side is thoroughly implemented. Unfortunately though, the implementation puts usability on top of security. Even if the
implementation realizes that there is too little entropy available in order to provide the
required security level12 , it will continue the process in order to provide a good user
experience. Nevertheless, it must be noted, that such a scenario is somewhat unlikely
under normal circumstances.
G6 As far as we were able to analyze the code, there is no mechanism implemented
that provides collision resistance when multiple values are hashed. For example, multiple strings are simply concatenated by an empty string resulting in the fact that
Hp”ab”||”c”q “ Hp”a”||”bc”q. The same holds for Gq elements, for example Hp12||3q “
Hp1||23q.
G7 Digitally signing and verification of documents is an important security aspect, as
many serializations and de-serializations take place during the different voting phases.
Thus it is key to work with authentic data. The algorithms used for signing and verification are all defined in the cryptographic policies. However, the usage of signatures and
12

Even if unlikely, it could be as low as 0.
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verification of data transferred between actors within protocol runs is not always given.
Paired with the omission of cryptographic checks when deserializing data, neither their
origin nor their integrity can be guaranteed. Even if the data is created and serialized
within a trusted environment, good practices prohibits trust after data has been serialized. However, some of the data is moved over system boundaries, such as the data
serialized to db_dump.json. It contains crucial information about the running system
but its integrity and authenticity cannot be verified by any actor. Note, that according
to the documentation this file even travels between the air-gaped computers. Another
example is the file cryptolibPolicy.properties describing which cryptographic algorithms
are in use. Who is the originator of this file, is it still valid, and are all actors working
with the same instance? These questions remain open for any internal actor due to the
lack of signature.
G8 Unfortunately, we were not able to analyze systematically all exchanged messages
due to lack of time. However, we found a prominent example, where the information
additionally added to the message alters the properties of the underlying cryptographic
protocol. After sending the vote, the voter confirms the properly received choice codes
by sending a confirmation message to the BBM. The BBM is then supposed to verify
the confirmation message and to send the short vote caste code sVCCid together with the
signature SVCCid back to the voter. But the BBM sends additionally a digitally signed
receipt. The receipt allows the voter (or any malicious voting device) to prove to anybody
the content of the cast vote without the need to access the bulletin board.

3.2 Cryptographic Setup
For the cryptographic setup, no proper programming code seems available for an automated and verifiable process. Instead, there are manual ceremonies required, that
comprise many error prone steps. As the resulting values are required before running
the system, it is important to notice, that these ceremonies are run during deploy-time
in an unspecified environment. The API for this ceremony is given by a tool called
configGenerator.sh with different parameters.
Selection of p, q, and g Right at the start of the ceremony to select p, q, and g, there
is a security critical inconsistency present. The API of the tool asks the human user to
put in the size of the required prime number p in bytes. Following the call hierarchy in
the source code, the entered number is interpreted as the number of bits of p. Hence,
if the user follows the API as documented, the setup results in a drop of security by a
factor of eight. This lingering between the interpretation of a value as number of bits
or number of bytes can be found on multiple occasions within the implementation. The
manual process and the misleading API provoke a faulty setup.
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Selection of Cryptographic Policies In general, it is important that a cryptographic
project always relies on the same cryptographic policies, which comprise the security
level and the cryptographic standards in use (for example for signing, encrypting or
hashing). Even though, the analyzed system provides such policies by a policy file
(cryptolibPolicy.properties), that comprises most of the mentioned entries, this file exists in different variants and versions throughout the system. This adds an unnecessary
layer of complexity for analyzing and verification of the systems behavior.
Selection of Security Level There are multiple locations within the system, where
security relevant values are used. However, the true security level, the system is operating
in, cannot be determined. This is due to the fact that there exists no single point, where
security relevant values are derived from the proposed security level. Instead, some of
these values are hard coded and propagated throughout the code. To illustrate the
situation, two examples (Listing 1 and Listing 2) are provided regarding the certainty
level to select probable prime numbers:
...
// TODO : [ AF ] confirm if the certainty level can be set to 90 , or if it
should be made configurable
private final int CERTAINTY_LEVEL = 90;
...
public ElGamalEncryptionParameters
generateZpSubGroupEncryptionParameters ( final int pBits , final int qBits ){
ElGamalEncryptionParamsGenerator elGamalEncryptionParamsGenerator =
new ElGamalEncryptionParamsGenerator ( pBits , qBits , CERTAINTY_LEVEL ,
_cryptoRandomBytes );
return elGamalEncryptionParamsGenerator . generate () ;
}
public ElGamalEncryptionParameters
generateQuadraticResidueEncryptionParameters ( final int pBits ) {
QuadResParamsGenerator quadResParamsGenerator =
new QuadResParamsGenerator ( pBits , CERTAINTY_LEVEL , _cryptoRandomInteger );
return quadResParamsGenerator . generate () ;
}
...

Listing 1: The certainty level used to select probable prime numbers
in the class UniversalElGamalEncryptionParamsGenerator (com.scytl.products.ov.
encryption.params.generation) is hard coded to 90.
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public class PrimesUtils {
/* *
* A measure of the uncertainty that we are willing to tolerate . It ensures
* that the uncertainty level is below 1 - 1/2 < sup > { @code certainty } </ sup >
*/
public static final int CERTAINTY = 100;
private PrimesUtils () {
}
...
public static final boolean isProbablePrime ( final BigInteger bigInteger ) {
return bigInteger . isProbablePrime ( CERTAINTY );
}
...

Listing 2: The certainty level used to determin whether a number is probable prime in
the class PrimesUtils (com.scytl.cryptolib.primitives.primes.utils) is hard coded
to 100.

Selection of Prime Numbers for Voting Options An important step of the cryptographic setup of this system is the selection of the prime numbers used as representatives
for the voting options. This is part of the manual ceremony, where the user is required
to enter the cryptographic parameters (p, q, and g). Then the tool (configGenerator.sh)
is explicitly looking for a specific file (primes.txt), where some 10000 numbers are stored.
The tool then checks for every number within that file, if the number is a group member
of Gq . However, the tool omits the fundamental verification that checks if the treated
number truly is a prime number. This is considered a major issue, as any group member
will be accepted within this procedure.
As a final extra step, the resulting values have to be updated manually in the system. It
is important to notice, that neither the input nor the output of this procedure is signed
in any way.
After the prime numbers have been chosen as representatives for the voting options, we
could observe, that these prime numbers are not chosen in terms of ’smallest first’, but
by their alphabetical ordering. This results in a somewhat ’biggest first’ strategy, which
is both confusing and lowers the maximum amount of options that can be mapped to
Gq , especially if the file primes.txt is enlarged once.
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3.3 Pre-Election Phase
We found one major issue in the algorithms which are used in the pre-election phase:
the choice code mapping tables CMid are not permuted enabling the BBM to break vote
secrecy. The check regarding the correct number of generated voting cards could not be
conclusively conducted due to lack of time. All other checks of the pre-election phase
are implemented properly as far as we can judge. Please note the comment about the
cryptographic policies in the Section 3.2 because many algorithms of the pre-election
phase are based on standards configured in the policies file.
Nr.

Findings

Eval.

S1

RSA key generation is implemented properly using openSSL.

S2

The correct number s of generated voting cards was not conclusively
to assess.

S3

The key derivation function δ is implemented properly and the two salts
IDseed and KEYseed are different.

S4

id
VCid
sk is encrypted using a PKCS12 keystore provided by SunJSSE. sCCi
id
and psVCC ||SVCCid q are symmetrically encrypted using the AES-GCM
standard.

S5

The keyed pseudo-random function fk is implemented properly (HMAC
based on SHA256).

S6

The randomly selected short choice codes sCCid
i are checked for uniqueness.

S7

The mapping tables CMid are not permuted.

S8

id are computed properly but not following
The values CCid
i and VCC
the protocol exactly. Not only the specified values are passed to the
function fk but a number of additional values.

S9

The signature SVCCid is implemented properly using the RSA-PSS standard. However, not only the sVCCid is signed but also the verification
card id.

III

Table 3.3: Evaluation of the checks relative to the pre-election algorithms.
S2 The generation of voting cards is performed in parallel processes managed by the
Spring Batch framework. The concrete number s of voting cards to generate is injected
at runtime into the corresponding batch job by the framework. Due to lack of time, it
was not possible to conclusively assess whether this number is properly determined (see
also T9).
S7 The choice code mapping tables CMid are neither properly shuffled nor is the order
of the values indirectly permuted by properly using hash tables. In fact, the order is
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explicitly preserved by using a data structure called LinkedHashMap. This enables the
BBM to break vote secrecy without knowing the private encryption key EBsk .

3.4 Election Phase
Some checks of the election phase are closely related to the checks of the setup phase
and many checks of the client-side and server-side are linked to each other. The protocol
would completely collapse if the different components were using different standards for
the key derivation function or the asymmetric encryption. Hence, it was expected that
most of the checks are implemented properly. We found though one major issue regarding
the proofs for the individual verifiability. Due to lack of time, we were not able to verify
whether the encrypted votes are properly tested for correctness.
Nr.

Findings

Eval.

V1

The key derivation function δ is implemented properly using the same
standard as in Register and the same salt IDseed.

V2

The key derivation function δ is implemented properly using the same
standard as in Register and the same salt KEYseed.

V3

The decryption of VCksid using the symmetric key KSpwdid is implemented properly using the same standard as in Register.

V4

The computation of the confirmation message CMid is implemented according to the protocol.

V5

The ElGamal encryption c is implemented properly using a fresh randomization r.

V6

The pCCid
i are computed properly. However, they are additionally encrypted which is not according to the protocol.

V7

The modified encrypted vote c̃ is derived from c according to the protocol.

V8

πpleq is not generated according to the protocol. This is a result of the
fact that the partial choice codes are encrypted and hence the equality proof must be performed under encryption. In addition, also not
according to the protocol, πsch is linked to the voter and election by
applying the Fiat-Shamir heuristic to the voting card id and election id.

V9

The three non-interactive zero-knowledge proofs are implemented properly. There are minor deviations in the order of the elements by applying the Fiat-Shamir heuristic.

I

Table 3.4: Evaluation of the checks relative to the client-side algorithms of the election
phase, which are executed by VD.
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V6 The partial choice codes pCCid are not transmitted in plain but are additionally
encrypted using an ElGamal multi-encryption scheme. In the compliance report [6] it is
justified why this is done. However, encrypting the partial choice codes is not specified in
the protocol and hence it is also not specified when and by whom the encryption keypair
is generated. From our perspective, aspects of channel security and of the cryptographic
protocol have been mixed up.
V8 As a consequence of encrypting the partial choice codes, the proof πpleq needed to
be replaced by another proof. Instead of proving that an encryption holds a certain
plaintext, it is now proven that two encryptions hold the same plaintext. As the proofs
generated by the voter play a central role for the individual verifiability property of the
online voting scheme, changing these proofs undermines the formal security proof for
individual verifiability, as it is presented in [3].
Additionally, the proof πsch is linked to the voter and election by applying the FiatShamir heuristic to the voting card and election id. This is not an issue in general but
affects the statement of the proof and needs to be defined in the protocol.
Nr.

Findings

Eval.

B1

It is checked properly whether the voter with the provided VCid has
already submitted a ballot.

B2

Checking the existence of an entry for VCid in ID and the corresponding
VCid
pk is conducted properly.

B3

The three non-interactive zero-knowledge proofs are verified properly.
πpleq is not according to the protocol (see V8)

B4

The correctness rules which are required to verify the vote correctness
are defined using a scripting language. Due to lack of time, it was not
possible to verify the scripts and its evaluation in-depth.

B5

The short choice codes are properly tested for uniqueness.

B6

The keyed pseudo-random function fk is implemented properly.

B7

The symmetric decryption using the symmetric key VCCid is implemented properly using the same standard as in Register.

B8

The verification of the signature SVCCid is implemented properly according to the RSA-PSS standard.

III

Table 3.5: Evaluation of the checks relative to the server-side algorithms of the election
phase, which are executed by BBM.
B4 The correct number of partial choice codes is indirectly verified by checking the
correctness of the vote. Vote correctness in implemented by linking each partial choice
code to a correctness id and applying a certain number of rules (see Appendix A.4 in
[3]). The rules are not implemented in Java but in a scripting language (JavaScript)
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and stored with the election information. Due to lack of time, it was not possible to
completely evaluate the ruleset and to verify its proper implementation.

3.5 Post-Election Phase
We did not find any major issue in the post-election phase. We were not able to verify the
test for correctness of the decrypted votes due to the same reason as for the encrypted
votes in the voting phase. Time was also missing for the non cryptographic but very
important last check.
Nr.

Findings

Eval.

T1

It is tested that BB contains at most one confirmed ballot for each VCid .

T2

The verification of the three non-interactive zero-knowledge proofs is
implemented properly. The verification is conducted for every confirmed ballot.

T3

The verification of the signatures SVCCid is implemented properly and
conducted for every confirmed ballot.

T4

The encrypted votes are properly re-encrypted before (or after) applying the shuffle. A fresh randomization is used for every ciphertext.

T5

The shuffling algorithm selects a permutation uniformly at random and
applies it properly to the list of encrypted votes.

T6

The decryption of the shuffled ElGamal ciphertexts is implemented
properly.

T7

The factorizing algorithm is implemented correctly and runs efficiently.
The decrypted vote is checked for only those prime factors which are
valid vote options.

T8

The final test to check whether the decrypted and factorized vote
tvi,1 , . . . , vi,t u is a valid vote is implemented by applying certain rules
defined in a scripting language. Due to lack of time, it was not possible
to verify the scripts and its evaluation in-depth.

III

T9

Due to lack of time and the frameworks in use, it was not possible to
verify the proper data flow between the different processes.

III

Table 3.6: Evaluation of the checks relative to the post-election algorithms.
T8 Similarly to the check B4 during the voting phase, we were not able to verify the
test for correctness of the decrypted and factorized vote due to lack of time. The applied
rules are defined by a script which is evaluated in Java.
T9 Especially in the post-election phase much can go wrong that is not directly related to
cryptography. For example, does the list of votes which is passed to the cleansing process
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contain all cast votes or have some votes (accidentally) been suppressed? Similarly, does
the list of votes passed to the mixing process correspond to the proper output of the
cleansing process? There is evidence that these critical aspects are properly implemented.
None of our test elections during debugging the system had any improper divergence in
the final tally. However, we were not able to verify such aspects in the source code. This
is due to lack of time and the frameworks in use. Spring and Spring Batch are extremely
powerful but complex frameworks. Batch jobs can be defined on certain resources and
the framework takes responsibility to run them in parallel. Hence, no simple loop over
the cast votes can be found in the source code. Verifying such aspects is therefore a
complex and time consuming task.
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